= \MVIDEX
WS4 WEB ACCESS

Access Control - Proximity & Coded Access System

WS4 ¢

Web Access Solution

WS4
PORTAL ° 4
[ J
[ J
[ J
[ J
[ J
e [ J

wsag
—_ _—
110
3%

o— B —i3 “—I3

Installation Guide ]

N

& We recommend

WS4-WEB-ACC-EN This equipment is installed by a

V1.0-23/01/23 Competent Electrician, Security or
Communications Engineer.



THE POWER TO SECURE

WS4 Web Access System \ V l D E X

Contents

Introduction . . ... i i i i e ettt i e e ettt i e i e 3
Quick SetupReference GUIdE . . . .. ...ttt it ittt enooeeeteeoosnsesssssetossasnssssssscsssss 3
TechnicalInformation . . . . . ... ittt ittt ittt ittt i enneeesssssesosssansssssssesssss 4
Connecting MultipleControllers . . ... ... ittt ittt ittt neetoesetoesesssstossssosssssssssansas 9
Wiring Diagrams . . o v o v v v ot vt oot oo ot oo oot o oot s oot oostsneetateesaeeteteetaeeeeeees 10
General DirectionsforlInstallation . . . . . .. .. oo ittt i i i i i e it i i e e 13
Connection & Reader/Keypad Configuration .. ... ... ...ttt eieeennnnnoneeenennnnns 15
Holidays, Schedules & Categories . . ... ... ...ttt eeeeeeeeononnenenseeseessnnnnnaes 22
AddiNGUSErs . . . . v it ittt ittt ettt o oo onooesesossssssesasssessssssssssssasssssssssss 28
Adding Slave Controllers . . . .. ... ittt ittt i i e ettt ettt e e e 30
FactoryResettheWS4 Controller . . . . . . ... ittt ittt i i ittt it ittt neneneeeeeeoannnnnas 32
Remote Accesswith Port Forwarding . . . . . ..ot ittt ittt ittt neeroeeesonesesonssssnsssassesas 34
TheWS4 Portaland Mobile APPS « « ¢ ¢t v vttt ittt it et oeoetoeseossssassesssssossssasssssnasss 39
Troubleshooting . . ..t i v ittt ittt ittt etneetoosesoneseassssassesssssassssasssssssss 40
1 43

& IMPORTANT: PLEASE READ THESE INSTRUCTIONS CAREFULLY BEFORE COMMENCING WITH THE INSTALLATION.

IT IS RECOMMENDED THAT ANY CABLING AND VIDEX PRODUCTS BE INSTALLED BY A COMPETENT AND QUALIFIED
ELECTRICIAN, SECURITY INSTALLATION SPECIALIST OR COMMUNICATIONS ENGINEER.

DECLARATION OF RESPONSIBILITY

This installation guide has been written and revised carefully. The guidance and the descriptions which are included in it are in
reference to VIDEX parts and are correct at the time of print. However, subsequent VIDEX parts and installation guides, can be
subject to changes without prior notice. VIDEX Security Ltd (UK). cannot be held responsible for damages caused directly or
indirectly by errors, omissions or discrepancies between the VIDEX parts and the installation guide.
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SYSTEM INTRODUCTION

The WS4 web access system allows full access control via the internet, wherever you are and with any device: smartphone, tablet
or PC (via the WS4 browser software [version 2.60], WS4 Web Portal [cloud platform] or via the WS4 Mobile Apps for both iOS and
Android devices).

There are several access control cabinets (WS4 controllers) available depending on system requirements:

« WS4CU1 : 1 door control cabinet + WS4CU1-4G: 1 door control cabinet including a 4G wireless router
« WS4CU2 : 2 door control cabinet + WS4CU2-4G : 2 door control cabinet including a 4G wireless router
« WS4CU4 : 4 door control cabinet + WS4CU4-4G : 4 door control cabinet including a 4G wireless router

The controllers can be combined to make up to a 20 door access control system if required (using a maximum of 10 cabinets).
There is no need to install or download any special software as communication is carried out directly with the controller through a
web browser. Also there is no need to have a dedicated PC as everything is available online once the operator has registered with
the controller using its unique 6 digit serial number (located on the main control pcb software chip, refer to technical information
further on).

The control pcbs have each been designed to operate with Mifare proximity readers and coded keypads with an RS485 bus output.

A COPY OF THIS INSTALLATION GUIDE CAN BE DOWNLOADED BY SCANNING THE QR CODE.

Quick Setup Reference Guide

SETUP ORDER
It is recommended that the WS4 system be setup and configured in the following order for the best possible performance:
Check

1. Hardware installation and connecting the WS4 controller - Connect the WS4 controllers (including multiple
controllers), Mifare readers and keypads following the wiring diagrams and general directions for installation notes.

2. PC Connection to the WS4 controller - Connect to the WS4 controller via the WS4 web browser software following
the connection and configuration notes.

3. Readers and keypad configuration - Setup of Mifare readers and keypads and door configuration (i.e. single door,
multiple doors etc.) via the WS4 web browser software following the connection and configuration notes.

4. Set holidays - Configuring normal holiday periods and fixed holiday periods following the holidays, schedules and
categories notes.

5. Setup schedules - Setting up weekly schedules which are used in the configuration of the doors and categories
following the holidays, schedules and categories notes.

6. Configure categories - Define the access rights of users following the holidays, schedules and categories notes.

7. Add users - Adding user details including Mifare user fobs/cards, keypad access PIN codes and assigning categories to
users following the adding users notes.

8. Adding additional slave WS4 controllers via PC - Adding and configuring slave WS4 controllers via the WS4 web
browser software following the adding slave controllers notes.

9. HTTPS, DynDNS and Port Forwarding setup - Required if using the WS4 Web Portal (cloud platform) and the WS4
mobile apps following the remote access with port forwarding notes for remote connection.
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1 DOOR CONTROLLER - WS4CU1/WS4CU1-4G CABINET (WS4-1D-E PCB)

The 1 door control cabinet WS4CU1/WS4CU1-4G contains a WS4-1D-E pcb, Fig.1, with easy access to the pcb terminals. The cabinet

also has a 14.2Vdc, 3.2A switched mode power supply. The WS4CU1-4G version also includes a 4G wireless router.

@ 14.2Vdc power input (Vin/Gnd)

@ 12Vdc Battery backup (Bat/Gnd)

@ Power supply ON LED indication

@ Door relay terminals (G1+/C/No/Nc/Gnd)

@ Door contact and PTE inputs (Dc/Pb/Gnd)

O @ RS485 reader connections (LB+/R-/R+/Gnd)
@ Not used

g TCP/IP Ethernet connection (10/100/1000)
@ WS4 controller 6 digit serial no. (XXXXXX)

Run LED indication

@ Comm. LED indication

10/100/1000 '
"Ethm“"" (12) Tamper switch

= 130

Iy . TAMPER

3 DEBUG
[[| [ 1 ] tan/ Autonomous w - O [[==] -/
f[| [ 2] Mastersiave ¥ COMM.LED~ 3

@ [1 ~RUNLED

wsa

XXXIXXX

@8@

Vin Gnd Bat Gnd G1+ C No Nc Gnd Dc Pb GndLB+ R- R+ Gnd M- M+ Gnd

+ - (13 USB input
Fig. 1 @ @ @ @ @ 2 Way programming switches

2 DOOR CONTROLLER - WS4CU2/ WS4CU2-4G CABINET (WS4-1D-E PCB + WS4-EXT PCB)

The 2 door controller cabinet WS4CU2/WS4CU2-4G contains a WS4-1D-E pcb + WS4-EXT pcb, Fig.2, with easy access to the pcb
terminals. The cabinet also has a 14.2Vdc, 3.2A switched mode power supply. The WS4CU2-4G version also includes a 4G wireless router.

@ Power supply ON LED indication

| 130
Iy . . ,\m/mm ﬁ - o = W/ @ Door 1 relay terminals (G1+/C/No/Nc/Gnd)

21 i T COUELDS Ty @ Door 1 contact and PTE 1 inputs (Dc/Pb/Gnd)

e @ RS485 reader connections (LB+/R-/R+/Gnd)
XXXXXX @ Door 2 relay terminals (G2+/C/No/Nc/Gnd)

Auxiliary outputs (Out1, Out2, Out3 : C/No/Nc)

@ Not used

Door 2 contact and PTE 2 inputs (Gnd/Dc/Pb)

@ Auxiliary inputs (Gnd/In1/In2)

@ TCP/IP Ethernet connection (10/100/1000)

Trtoies _@ (13) WS4 controller 6 digit serial no. (XXXXXX)

\ VlnGndBathd G1+ C o Nc Gnd D( Pb GndLB+ R- R+ Gnd M- M+Gd " " Run LED indication

3 Comm. LED indication
Fig. 2 @ @ @ @ @ @ Tamper switch
@ 14.2Vdc power input (Vin/Gnd) @ USB input
@ 12Vdc Battery backup (Bat/Gnd) 2 Way programming switches
2 WAY PROGRAMMING SWITCHES (FOR 1 DOOR AND 2 DOOR CONTROLLERS)

Both the 1 door and 2 door control pcbs feature a 2 way slide switch (Fig.1, and Fig.2, ) for the pcb configuration. Switch 1
configures the control pcb for LAN or autonomous (standalone) connection. Switch 2 configures the control pcb for master or slave
setting (if more than one control pcb are connected together for a multi-door system).

86
3888

Out’
G2+ C NO NC Gnd C _NO NC

ON ON ON ON
Switch 1 = OFF Switch 1=0ON Switch 2 = OFF Switch 2 =0ON
Configures the pcb for LAN Configures the pcb for Configures the pcb to operate | Configures the pcb to operate
network operation, static IP or |standalone operation, actsas |as a master pcb. as a slave pcb.
gets its IP from DHCP. DHCP and gives the PCan IP
address of 192.168.50.100.
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Both switches in conjunction with the tamper switch can also be used to perform a factory reset and to change the login password
(if forgotten or lost), also refer to notes further on regarding factory reset and changing login password.

4 DOOR CONTROLLER - WS4CU4/ WS4CU4-4G CABINET (WS4-4D-E PCB)

The 4 door controller cabinet WS4CU4/WS4CU4-4G contains a WS4-4D-E pcb, Fig.3, with easy access to the pcb terminals. The
cabinet also contains a 14.2Vdc, 5A switched mode power supply. The WS4CU4-4G version also includes a 4G wireless router.

195

Fig.3
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4 WAY PROGRAMMING DIP-SWITCHES (FOR 4 DOOR CONTOLLER)

The 4 door control pcb features a 4 way dip-switch (Fig.3, ) for the pcb configuration. Dip-witch 1 configures the control pcb for
LAN or autonomous (standalone) connection, dip-switch 2 configures the control pcb for master or slave setting (if more than one
control pcb are connected together for a multi-door system), dip-switch 3 is unused while dip-switch 4 is used to clear the memory.

(1) Auxiliary inputs (IN1/IN2/GND)

@ Not used

@ Door 1 contact and PTE 1 inputs (DC/PB/GND)

@ Door 1 relay (Door 1.0 = +LOCK/C/NO/NC/-LOCK)

@ Door 1 relay LED (Door 1.0)

@ RS485 reader connections for Door 1 & Door 2
(LB1=13.8V/A/B/GND)

@ Door 2 relay LED (Door 1.1)

Door 2 contact and PTE 2 inputs (DC/PB/GND)

@ Door 2 relay (Door 1.1 = +LOCK/C/NO/NC/-LOCK)

Auxiliary output 1 (13.8V/C/NO/GND)

@ Auxiliary output 1 LED

@ Power supply ON LED indication

(13) 14.2Vdc power input (14.2V/GND)

12Vdc Battery backup (Bat+/GND)

@ Auxiliary output 2 LED

Auxiliary output relay (C/NO)

@ Door 4 relay (Door 2.1 = +LOCK/C/NO/NC/-LOCK)

Door 4 contact and PTE 4 inputs (DC/PB/GND)

Door 4 relay LED (Door 2.1)

RS485 reader connections for Door 3 & Door 4
(LB2 =13.8V/A/B/GND)

@ Door 3 relay LED (Door 2.0)

@ Door 3 relay (Door 2.0 = +LOCK/C/NO/NC/-LOCK)

@ Door 3 contact and PTE 3 inputs (DC/PB/GND)

4 Way programming dip-switches

@ TCP/IP Ethernet connection (10/100/1000)

Tamper switch

@ Power status indication LED (LD3)

USB input

WS4 controller 6 digit serial no. (XXXXXX)

Run LED indication

ON ON ON ON
OFF OFF OFF OFF
Dip-switch 1 = OFF Dip-switch 1 = ON Dip-switch 2 = OFF Dip-switch 2 = ON
Configures the pcb for LAN Configures the pcb for Configures the pcb to operate | Configures the pcb to operate
network operation, static IP or |standalone operation, actsas |as a master pcb. as a slave pcb.
gets its IP from DHCP. DHCP and gives the PCan IP
address of 192.168.50.100.
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WS4CU1 /WS4CU1-4G CABINET
WS4CU2 / WS4CU2-4G CABINET
Terminal Description Terminal Description
Vin +14.2Vdc power input G2+ > Door 2 +12Vdc lock output (600mA max.)
Gnd Ground power input C E Common door 2 relay
Bat Battery input (+pos) No ~N Normally open door 2 relay
Gnd Battery input (-neg) Nc § Normally closed door 2 relay
G1+ > Door 1 +12Vdc lock output (600mA max.) Gnd o Door 2 lock ground output
C E) Common door 1 relay C - Common auxiliary output 1 relay
No = Normally open door 1 relay No S5 Normally open auxiliary output 1 relay
81 Nc § Normally closed door 1 relay o Nc © Normally closed auxiliary output 1 relay
3"4 Gnd Q Door 1 lock ground output g1 C & Common auxiliary output 2 relay
8| Dc Door 1 contact | No g Normally open auxiliary output 2 relay
;i; Pb PTE 1 push to exit (switched 0V) ﬁ Nc Normally closed auxiliary output 2 relay
= | Gnd Ground for Door 1 contact & PTE 1 'ﬁ C o Common auxiliary output 3 relay
LB+ _ 5 | +13.8Vdc power output for reader 1 &2 No S Normally open auxiliary output 3 relay
R- 3 g' RS485 B input for reader 1 & 2 Nc © Normally closed auxiliary output 3 relay
R+ é N | RS485 A input for reader 1 &2 Gnd Ground for Door 2 contact & PTE 2
Gnd — | Ground power output for reader 1 & 2 Dc Door 2 contact
M- Pb PTE 2 push to exit (switched 0V)
M+ Not used Gnd . | Ground for auxiliary inputs 1 &2
Gnd In1 5 2 | Auxiliary 1 input
<c
In2 = | Auxiliary 2 input
WS4CU4 / WS4CU4-4G CABINET (WS4-4D-E PCB)
Terminal Description Terminal Description
IN1 L Auxiliary 1 input 14.2V 2 ‘é_ +14.2Vdc power input
IN2 E § Augxiliary 2 input GND & £ | Ground power input
GND — | Ground for auxiliary inputs 1 & 2 Bat+ o ‘é_ Battery input (+pos)
1 Door 1.0 contact GND @ < | Battery input (-neg)
2 PTE 1.0 push to exit (switched 0V) C § g Auxiliary output 2 relay common
3 Ground for Door 1.0 contact & PTE 1.0 NO < G | Auxiliary output 2 relay Normally open
4 = |Door 1.0 +12Vdc lock output (600mA max.) | 1 Door 2.0 contact
5 ® | Common door 1.0 relay 2 PTE 2.0 push to exit (switched 0V)
6 S Normally open door 1.0 relay 3 Ground for Door 2.0 contact & PTE 2.0
7 § Normally closed door 1.0 relay 4 E‘ Door 2.0 +12Vdc lock output (600mA max.)
8 (] Door 1.0 lock ground output 5 ¢ |Common door 2.0 relay
13.8V 2 5 | +13.8Vdc power output for reader 1.0 & 1.1 | 6 2 Normally open door 2.0 relay
A g E’ RS485 A input for reader 1.0 & 1.1 7 ’g Normally closed door 2.0 relay
B = — |RS485 B input for reader 1.0 & 1.1 8 [a] Door 2.0 lock ground output
GND & & | Ground power output for reader 1.0 & 1.1 13.8V 3 ‘g‘- +13.8Vdc power output for reader 2.0 & 2.1
1 Door 1.1 contact A 5 .S |RS485 A input for reader 2.0 & 2.1
2 PTE 1.1 push to exit (switched 0V) B = : RS485 B input for reader 2.0 & 2.1
3 Ground for Door 1.1 contact & PTE 1.1 GND & & |Ground power output for reader 2.0 & 2.1
4 = |Door 1.1 +12Vdc lock output (600mA max.) | 1 Door 2.1 contact
5 ® | Common door 1.1 relay 2 PTE 2.1 push to exit (switched 0V)
6 = Normally open door 1.1 relay 3 Ground for Door 2.1 contact & PTE 2.1
7 § Normally closed door 1.1 relay 4 E‘ Door 2.1 +12Vdc lock output (600mA max.)
8 O | Door 1.1 lock ground output 5 ¢ |Common door 2.1 relay
13.8V s> |+13.8Vdc power output 6 ~ |Normally open door 2.1 relay
C é 'é_ Auxiliary output 1 relay common 7 § Normally closed door 2.1 relay
NO 5 5 | Auxiliary output 1 relay Normally open 8 O | Door 2.1 lock ground output
GND < ©° [ Ground
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COMPATIBLE READERS AND KEYPADS
The following table shows the proximity readers and keypads that are compatible with the 1 door, 2 door and 4 door controllers.

Part No. Description

MTPXBK-RS-MF Surface mount, black, RS485 Mifare proximity reader

MTPXBK-MHWO Surface mount, black, universal Wiegand/RS485/0SDP Mifare & EM proximity reader
4849WS4/M 4000 series RS485 Mifare proximity reader

8849WS4 8000 series RS485 Mifare proximity reader

VR4KWS4 Vandal resistant 4000 series RS485 Mifare proximity reader

VRWS4 Vandal resistant panel mount RS485 Mifare proximity reader (for bespoke VR panels)

MTPADPBK-RS-MF Surface mount, black, RS485 Mifare proximity reader and keypad

MTPADPBK-MHWO | Surface mount, black, universal Wiegand/RS485/0SDP Mifare & EM proximity reader and keypad
LCSRS RS485 Keypad

VR4KLCSRS Vandal resistant 4000 series RS485 keypad

VRLCSRS Vandal resistant panel mount RS485 keypad (for bespoke VR panels)

READER ADDRESSING AND DOOR CONFIGURATION

The following table shows the addressing of the readers/keypads based on which WS4 controller the readers/keypads are connected
to and based on the door configuration required.

Controller Reader Address (ID.0 or ID.1) Door Configuration
PCB Reader 1 Reader 2 Reader 3 Reader 4
1 door PCB ID.0 n/a n/a n/a 1 door system with 1 reader
1 door PCB ID.0 (IN) ID.1 (OUT) n/a n/a 1 door system with ENTRY (IN) reader & EXIT (OUT) reader
2 door PCB ID.0 ID.0 n/a n/a 2 door system with 2 readers, 1 reader for Door 1.0 and 1
Door 1.0 Door 1.1 reader for Door 1.1 respectively
2 door PCB ID.0 (IN) ID.1 (OUT) n/a n/a 1 door system with 2 readers, ENTRY (IN) reader for Door
Door 1.0 Door 1.1 1.0 and EXIT (OUT) reader for Door 1.1
4 door PCB ID.0 ID.1 ID.0 ID.01 4 door system with 4 readers, 1 reader for Door 1.0, for
Door 1.0 Door 1.1 Door 2.0 Door 2.1 | Door 1.1, for Door 2.0 and for Door 2.1 respectively
4 door PCB ID.0 (IN) ID.1 (OUT) ID.0 ID.01 3 door system with 4 readers, ENTRY (IN) reader & EXIT
Door 1.0 Door 1.0 Door 2.0 Door 2.1 | (OUT) reader for Door 1.0, 1 reader for Door 2.0 and 1
reader for Door 2.1 respectively
4 door PCB ID.0 (IN) ID.1 (OUT) ID.0 (IN) ID.1 (OUT) |2 door system with 4 readers, ENTRY (IN) reader & EXIT
Door 1.0 Door 1.0 Door 2.0 Door 2.0 |(OUT) reader for Door 1.0 and ENTRY (IN) reader & EXIT
(OUT) reader for Door 2.0

Examples of the door configurations and reader/keypad addressing can be seen in the wiring diagrams further on in this installation
guide. Further instructions on how to setup the reader/keypad address can be found in the relevant instructions supplied with the
reader/keypad.

AUXILIARY INPUTS AND OUTPUTS (FOR 2 DOOR AND 4 DOOR CONTROL PCBS ONLY)
Configuration of the auxiliary inputs and outputs is carried out via the WS4 browser, WS4 web portal and WS4 mobile access app.
PUSH TO EXIT INPUTS

Push to exit buttons configured as a push-to-make switch (normally open going closed) can be connected to the push to exit inputs
PB and GND on the various WS4 access control PCBs.

DOOR CONTACT INPUTS

Door contacts (if required) can be connected to the door contact inputs DC and GND on the various WS4 access control PCBs and
can be configured and setup via the WS4 browser, WS4 web portal and WS4 mobile access app.

WS4 CONTROL CABINETS

The cabinets are lockable and manufactured from powder coated steel and are fitted with the appropriate WS4 access control
PCB (see list below) as well as an intelligent 14.2Vdc power supply with full battery discharge protection and protection of power

supplies against short circuits. There is also sufficient space within the cabinet for a 12Vdc/7Ah battery. The 4G versions of the
cabinets also include an integrated 4G wireless router which requires a data SIM with a public IP address.

+ 1 door cabinets WS4CU1 and WS4CU1-4G fitted with a WS4-1D-E pcb (Fig.1).
« 2 door cabinets WS4CU2 and WS4CU2-4G fitted with a WS4-1D-E pcb and WS4-EXT pcb (Fig.2).
« 4 door cabinets WS4CU4 and WS4CU4-4G fitted with a WS4-4D-E pcb (Fig.3).
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Cabinet Part No. :

WS4CU1 /WS4CU1-4G WS4CU2 /WS4CU2-4G WS4CU4 / WS4CU4-4G

Controller pcb: WS4-1D-E pcb WS4-1D-E pcb + WS4-EXT pcb WS4-4D-E pcb
Power input: 14.2Vdc (Vin/Gnd) 14.2Vdc (14.2V/Gnd)
Battery backup facility: Yes, 12Vdc battery backup (Bat+/Gnd) for 12Vdc/7Ah battery

User capacity: 2500 users

Events: 50,000 stored events

Access groups: 250 categories

Weekly schedules: up to 50

Operators: upto10

No. of doors: 1 2 4

RS485 reader inputs:

1 - (LB+/R-(B)/R+(A)/GND),
1 input for 1 reader

1 - (LB+/R-(B)/R+(A)/GND),
1 input for 2 readers

2-(13.8V/B/A/GND),
2 inputs (LB1/LB2) for 2 readers

No. of readers:

Possible combinations:

i) 2 doors with 1 reader & 1 PTE.
ii) 1 door with 2 readers (for
entry & exit).

Possible combinations:
i) 1 door with 2 readers (for
entry & exit).

Possible combinations:

i) 4 doors with 1 reader & 1 PTE.
ii) 2 doors with 2 readers (for
entry & exit).

iii) 1 door with 2 readers (for
entry & exit) + 2 doors with 1
reader & 1 PTE.

Wiegand reader connection:

Yes, via Wiegand to RS485 converter pcb - WS4-CNV

Door contact inputs:

1 | 2 (for door 1 & 2) | 4 (fordoor 1, 2,3 &4)

If door contact is present, option for: break-in alarm, door open for too long alarm, max. open
time = 15 - 999 seconds and pre-alarm time (reader buzzer) = 0 - 99 seconds.

Push to exit inputs: 1 2 (for door 1 & 2) 4 (fordoor 1,2,3 &4)
Auxiliary inputs: 0 2 2
Auxiliary outputs: 0 3 2

Current supply for the readers:

250mA max. for each reader

Current supply for the locks:

600mA max. for each lock output

Door relay characteristics:

1 relay @ 2A/48V ac/dc | 2 relays @ 2A/48V ac/dc | 4 relays @ 2A/48V ac/dc

CPU:

processor: ARM A5 - 528MHz, memory: 64MB RAM DDR2 - 133MHz,
built-in clock (RTC) - continues for up to 4 days without power

TCP/IP connection:

10/100/1000 Base-T mode DHCP (default or fixed)
HTTP or HTTPS (HTTPS connection with XPR certificate)

Operating temp. / humidity:

op. temp: 0°C to +50°C / humidity: 0% to 85% (non-condensing)

Tamper switch input:

Yes

Elevator feature:

Yes, 2 elevators per installation, via two WS4-RB-12-E relay pcbs (up to 24 floors total)

Other features: Interlock facility on all doors. Anti-passback feature and anti-passback time (0 - 99mins). Real
time and maintenance status: view of the general status of the system, view of the door status.
Import and export: import and export users as .csv file type (separated by TAB). Easy saving
of data: on a USB drive via the USB port on the WS4 pcb or on the user interface. Free access
period: with "only if someone is inside" option.

USB port: Yes, for backup on USB drive

PCB dimensions (mm): 130 (W) x 86 (L) x 18 (H) | 130 (W) x 86 (L) x 35 (H) | 116 (W) x 195 (L) x 33 (H)

4G wireless router: Yes, for the 4G cabinet versions only

Power supply: 14.2Vdc (3.2A) psu with full 14.2Vdc (5A) psu with full

battery discharge protection battery discharge protection

PSU mains:

230-240Vac, 50/60Hz mains input

Control cabinet enclosure:

Lockable powder coated steel CAB2

Cabinet dimensions (mm):

360 (W) x 265 (L) x 75 (H)

[ & IMPORTANT NOTE: IT SHOULD BE NOTED THAT WHEN THE WS4 CONTROLLER IS ON BATTERY POWER THE READER OR
KEYPAD BACK LIGHT WILL BE SWITCHED OFF IN ORDER TO CONSERVE BATTERY POWER.

~
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CONNECTING SLAVE CONTROLLERS

The WS4 system can manage up to 10 controllers (WS4-1D-E and WS4-4D-E pcbs) in the same installation with up to 20 doors in
total, whether single or double. When connected in this way one controller must be set as a master while the others set as slave
devices. The master/slave selection is made using the 2 way slide switch, using switch 2, on the WS4-1D-E pcb (Fig.1, and Fig.2,
), while on the WS4-4D-E pcb the selection is made using 4 way dip-switch, using dip-switch 2, (Fig.3, ).

WS4-1D-E CONTROL PCB CONNECTION (FOR WS4CU1 /WS4CU1-4G & WS4CU2 / WS4CU2-4G CONTROL CABINETS)

Fig.4 shows the connection and slide switch 2 setting for multiple 1 door/2 door controllers (up to 10 controllers, 20 doors max.).

SWITCH
= WS4
[ XXX NN X} WEB MD |;||._.|L_.| ---—} MOBILE
7 APP
PCWITH WS4
WEB PORTAL
_
CONTROLLER 1 CONTROLLER 2 CONTROLLER 3 CONTROLLER 10
MASTER SLAVE SLAVE SLAVE
WS4-1D-E pch WS4-1D-E pch WS4-1D-E pch WS4-1D-E pch
EEEEERER #
WS4CU1/ WS4CU1-4G WS4CU1/ WS4CU1-46 WS4CU1/ WS4CU1-4G WS4CU1/ WS4CU1-4G
or WS4CU2 / WS4CU2-4G or WS4CU2 / WS4CU2-46G or WS4CU2 / WS4CU2-4G or WS4CU2 / WS4CU2-4G
oN ON [N ON [N ON [N
- -@= -& -&
230VAC oL [ ]ﬂ 230VAC 1 [ ]H] 230VAC 1 [ m 230VAC I [ m
Fig. 4
WS4-4D-E CONTROL PCB CONNECTION (FOR WS4CU4 / WS4CU4-4G CONTROL CABINETS)
Fig.5 shows the connection and dip-switch 2 setting for multiple 4 door controllers (up to 10 controllers, 20 doors max.).
SWITCH
Ws4
eeocccocoe O |;||._.|L_.| lllq MOBILE
7 ApPP
PCWITH WS4
WEB PORTAL
_
CONTROLLER 1 CONTROLLER 2 CONTROLLER 3 CONTROLLER 10
MASTER SLAVE SLAVE SLAVE
WS4-4D-E pcb WS4-4D-E pcb WS4-4D-E pcb WS4-4D-E pcb
EEEEERER q
WS4CU4/ WS4CU4-4G WS4CU4 / WS4CU4-4G WS4CU4 / WS4CU4-4G WS4CU4 / WS4CU4-4G
- ON  mfTh DIP - LN on o - ON | i - ON | T
] ] ]
BOVAC 1 Igll 230VAC T IIII BOVAC T IIII BOVAC T IIII
I 1 2.3 4 orf | CENENERD orf | CENENEN orf | CENENEN
Fig.5
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Wiring Diagrams

FIG.6 SHOWING WIRING CONNECTIONS FOR A 1 DOOR SYSTEM (WS4CU1 CABINET)

\ W

VIDEX

THE POWER TO SECURE

WS4CU1/WS4CU1-4G (ws4-1-Epch) - 1 Door System

MTPX

ETHERNET CABLE TO NETWORK

BK-RS-MF

MiFare Reader

Fig. 6

operating features of the readers and keypad can also be setup via the WS4 browser, WS4 web portal and mobile WS4 access app.
The operation of the push to exit inputs and door contacts can also be setup via the WS4 browser, WS4 web portal and mobile WS4 access app.

Ws4-1D-E PCB S| DIP Switch OFF/ON | oM. LED— 1
1 —RUNLED
(2 [Master/stave |
= wsa e i
hel ‘ Reader |
P~ XXXXXX 6 digit erialNo. .
= werae BLACK (Gh) . AddressID.1 :
= 3 PINK (Rs485 A/ R+) _ - oN |
= g — VIOLET (Rs485B/R") T~ H g }
s = — RED (+12vdd) 1 ‘
2 = 12 ‘
s = | T e At === !
< s
I+ 1+
DOOR READER OUT
r——— - - - - - - - - - - — — — A
VinGndBatGnd  G1+ C No Nc Gnd Dc Pb GndLB+ R- R+ Gnd M- M+ Gnd | g B BeGng Vrapthereader/keypad wires1tum |
ARCD around the ferrite core provided.
@0 \ ) \
|| X Ferrite core
|| \ \
- - I
| && I
| The ferrit core is provided with the reader/keypad Reader or |
and is used to reduce the EMI. keypad
(600mA max.) - -7 - - - - - - — - - - - - = -
- MTPADPBK-RS-MF
{ ‘ 1N4001 / Keypad & MiFare Reader
[ DIODE /
12Vdc FAIL SECURE / e .
LOCK RELEASE / Reader !
********** BLACK (GND) ‘
i Address ID.0
: (optional) : PINK (Rs485 A/ R+) _ - on :
JRCORCONIEGHY VIOLET (Rs485B/R) . 1 ;
\ |—o/o : RED (+12Vd) = ‘
} ! |
PUSHTO EXIT
(Push-to-make)
- NOTES: DOOR READER IN
|_' - For additional reader and keypad settings please consult the relevant instructions supplied with the reader and/or keypad. Additional

FIG.7 SHOWING WIRING CONNECTIONS FOR A 2 DOOR SYSTEM (WS4CU2 CABINET)

NOTES:

DOOR 1 PUSH TO EXIT

(Push-to-make)

For additional reader and keypad settings please consult the relevant
instructions supplied with the reader and/or keypad. Additional operating
features of the readers and keypad can also be setup via the WS4 broswer,

|—.=

WS4 web portal and mobile WS4 access app.

Fig.7

DOOR 1 READER

NOTES: WS4CU2 / WSACU2-4G (Ws4-10-£-+Ws4-£xT p) - 2 Door System DOOR2PUSHTOENT  EENCCE TN
The operation of the auxiliary T  DOOR 2 CONTACT ,
H i WS4-1D-E PCB M1 DIP Switch OFF/ON | COMM.LED— 1 ° 1
!nputs/outputs, push to exit | | s e o—l L 9 o N
inputs and door contacts can [2 [Masterrsiove |
be setup via the WS4 L A wsa
WS4 web portal and mobile XXXXXX~ 6 digit Serial No.
Wshaccessapp. o Boucan c Wal Wl W ond S P lons w2
. . me MTPXBK-RS-MF
ledeld (deleddelod  @oleloddl
T I
(600mA max.) == | {\ | L
1
! * :i 1N4001 R
Reader {
DIODE
[ ‘ BLACK (GND) ) Address ID.1 :
12Vdc FAIL SAFE VinGndBatGnd  G1+ C No Nc Gnd Dc Pb GndLB+ R- R+ Gnd M- M+ Gnd 10710011000 z:gll.(i(:i::i:s/:;;) < ON }
LOCK RELEASE PlllelnllllklllklllkibekRp) | ~ RED (v B T
T T ! — |
L1 3 TTTTTTT :
14.2Vdc power input +
- DOOR 2 READER
+ —
12Vdcbattery ETHERNET CABLE
(600mA max) TO NETWORK MTPADPBK-RS-MF
d T Keypad & MiFare Reader
1N4001
DOOR1 ) :i Inaoo
12Vdc FAIL SAFE b ;l;a;e; ]
FOCKRELEASE :Il-r:\l?((n(:;?n/n ) ~o MdressiDo |
e e 4+ \
G VIOLET (Rs485 B/n-$- - " é" !
: RED (+12vdc) j\ I
| 14 |
|
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Wiring Diagrams THE POWER T0 SEC

FIG.8 SHOWING WIRING CONNECTIONS FOR A 3 DOOR SYSTEM (WS4CU4 CABINET)

Pmmmm - - - WS4CU4 / WS4CU4-4G (ws4-4-Epch) - 3 Door System
: EMERGENCY : DEBUG D3 TAMPER
i OVERRIDE | O <O ©) ETHERNET CABLE T0 NETWORK
| SWITCH !
USB Key
! T ey = s !'%® rm===—=—=—x
: I—O/c : S, - m G s, I (optional) !
‘ : ] L N m 35 G }z..:::s £f { DOOR 2 CONTACT |
range | On battery SE
- ,(Eptwpa,l), | S| - Hdl) > :ﬁ: Red_|Battery LOW = : O/O—I :
>
® R I | = =] | 1
************ -1 T 1 blink = DHCP. 1 | Lan/Autonomous 3 e
77777777 : ws4 controllerLG digit : g @ mintijfw_ ; Master  Slave é DOO(I:’ESII::JOS_:J((;)) EXIT
0 (optional) P, SEnuiy hen htps s act 4+ | Gearmemory 4 T
| DOOR 1 CONTACT | ® *
: I—O/C : Sl +H 1 1 ‘ Door Contact 14 (|@
L — - Sl - f 2 2 | Push button 2R @

DOOR 1 Lis| - Ground Jo—— | DOOR2
12Vdc FAIL SAFE - - 12Vdc FAIL SAFE
LOCK RELEASE E ) Supply for the locks @ j LOCK RELEASE
(600mA max.) ) -jis 5 |RelayC 5@ (600mA max.)

d — S| -He 6 | RelayNO 6f|D T h
i 1N4001 | NHE 7 |RelayNc 7 4 | b— 1N4001 i:

[ ‘ DIODE ® « HEE .. Ground for the locks 8 @ DIODE ‘ ]

(=] (]
_>® i ‘Supplyfnrthereaders i @(
> - RS485 Data + for the readers %]
N\ Y RS485 Data - for the readers S (2]
>® Ml Ground for the readers ° @;
[m] [m]
® o " 1H-. @
e Wsa lo
S| -} 3 () —
of -} N7
® N Xpr WWW.Xprgroup.com 5 He @ j
® o H 6 He @ —
N - 4. l2
imim a
5 G I 1+ B N K 5
Q22D QLR 0@
‘IN/OUT reader setup: j‘ I—I
In order to configure |
L L readers/keypads to = ! =1
B & 5 | ' activate door 1.0 relay, ‘ i I =& =&
2538 25 &5 lasshownhere(ie.a |1 | 283z sBz3
S IES FIEES I ! R R
IEes Eims\readerlNandareaderM + - | =53 =5E:
2=8=3 2 = 2 = | OUTtotriggerthe || ‘ =8=g2 =822
) caSa | Alarm | @S a e @S
| same door relay) refer | : Siren :
to the connection and | |
configuration noteson | } DOOR 3
\ ! pages 14-21. | Tioptional 12Vdc FAIL SECURE
,,,,, gt e LOCK RELEASE
~ (600mA max.)
{ ‘ :i 1N4001
DIODE
14.2Vdc { s
Power
DOOR 3 PUSHTO EXIT
SUPPW (Push-to-make)
X
r—
Y Y 1 DOOR 3 CONTACT | ‘ y Y y Y

/A [ 12Vde + I I—O/C I [

! \ ! \ | | 1 \ ! \
R T — —— battery — i T — [ R [
I Reader | I Reader | I (optional) I I Reader ] I Reader |
' AddressID.0 ' ' Address1 ' fTTT-==-== ' AddressID.1 ' ' AddressID.0 '
: (Door 1.0) : : (Door 1.0) : : (Door 2.1) : : (Door 2.0) :
I ON | 1 ON | NOTES: I ON 1 I ON |
1 am } 1 H 1 For additional reader and keypad settings please consult the relevant instructions supplied 1 g 1 1 am 1
e e | amE with the reader and/or keypad. Additional operating features of the readers and keypad | mmE ¢ Emm

MTPXBK-RS-MF MTPXBK-RS-MF can also be setup via the WS4 browser, WS4 web portal and mobile WS4 access app. MTPXBK-RS-MF MTPADPBK-RS-MF
MiFare Reader MiFare Reader The operation of the auxiliary inputs/outputs, push to exit inputs and door contacts can MiFare Reader Keypad & MiFare Reader
DOOR 1 READER IN DOOR 1 READER OUT also be setup via the WS4 browser, WS4 web portal and mobile WS4 access app. DOOR 3 READER DOOR 2 READER
Fig. 8
A IMPORTANT: IN INSTANCES WHERE THE CURRENT DRAW OF THE LOCK (FAIL SECURE OR FAIL SAFE) EXCEEDS THE
CURRENT RATING OF THE POWER SUPPLY A SEPARATE POWER SUPPLY WITH A SUFFICIENT CURRENT RATING WILL
BE REQUIRED TO POWER THE LOCK.
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Wiring Diagrams

VIDEX

THE POWER TO SECURE

A\ W

FIG.9 SHOWING WIRING CONNECTIONS FOR A 4 DOOR SYSTEM (WS4CU4 CABINET)

LCS-RS MTPADPBK-RS-MF
RS485 Keypad PCWITH WS4 WEB PORTAL Keypad & MiFare Reader
é é ° DOOR 1 READER _ DOOR 3 READER
P ) Read
I Keypad/Reader ! : Addf:sfﬁ).o :
@ | AddressID.0 | ] (Door 2.0) {
@ ‘ (Door 1.0) : eeo0ceccoe : oN :
, 1 1 B
@& ‘ ‘ : 12 :
} I [E— - =
} I j\ /r
,—_’:___-—"'J v
s lzvn4v;‘é‘- R v
8| aunc - ®“—
2l A [S]
28 o— !
: | WS4 controller 6 digit | ETHERNET CABLE TO NETWORK
1 serial number 1
I
t_ WS4CU4/WS4CU4-4G (wsa-4D-Epcb) - 4 Door System
N DEBUG i 10:
o s s & °
Sl USB Key
VOLT FREE S| - fim) —— W | | 54
CONTACTS S) - ) 3 i Gren }:"L"'.i."’ E)
range | On battery SE
S| - = 8 Red saveyton] | 2 DOOR 3 2TIE
== =2 12Vdc FAIL SAFE =237
= b= DieP T [ Lan utonomous LOCK RELEASE EEE T
= é ® . @ fﬂinti:fll"’ 2 | Master/Slave (600mA max.) = E é‘ =
=83 N : o 3 by =
% & § E when httpsis activated 4 | Clearmemory i 1N4001 g =
Sg2d ; I ‘ DIODE
=3E2 +
@Sa e ® . 1 ‘Door(ontact H* @
Sl - 2 | Push button He |
S - Ground H - |
® . l. Supply for the locks H * @ ]
S| - 5 | RelayC i |@
S) - 6 |RelayNO 1. o
S| - 7 |RelayNC - @
S - l:. Ground for the locks H - |2
(=] [=]
= ® : (LM Supply for the readers : @(
> - - RS485 Data + for the readers e o<
> - RS485 Data - for the readers 7] =
> - (41} Ground for the readers oK
(=] [=]
S| - 15 |@
|- ws4 (o
X Sl - %] i3
N z =
3« S| - - @ =&
= § = 3 E@ . Xpl‘ WWW.Xprgroup.com 5 . @] a2 § a =
SEZR SE3ZXR
=5E: SJ - 6 - |2 =5E8:
S2z28 S| - 7H-|@ EEEE:
Q@ >a o a a @ > a e
Sl - 2 2 vi2iER - @
imim A
- 1om . oLC_
o 2022 o220 @2 o
14.2Vdc
h Power d
1N4001 1N4001
DIODE !: N ‘ I Supply [ ‘ N :! DIODE
DOOR 2 DOOR 4
) 12Vdc FAIL SAFE 12Vdc FAIL SECURE )
7 LOCK RELEASE 12Vde + LOCK RELEASE A
. L,, (600mA max.) battery - (600mA max.) . L,,
| Reader ! | Reader ]
: Address ID.1 : : Address ID.1 :
‘ (Door 1.1) ‘ NOTES: ‘ (Door 2.1) ‘
ON - . . . I ON
1 H E 1 For additional reader and keypad settings please consult the relevant instructions supplied with the reader and/or keypad. 1 ﬁ 5 1
l 12 l Additional operating features of the readers and keypad can also be setup via the WS4 software, WS4 web portal and mobile WS4 l 12 l
MTPADPBK-RS-MF access app. MTPXBK-RS-MF
Keypad & MiFare Reader The operation of the auxiliary inputs/outputs, push to exit inputs and door contacts can also be setup via the WS4 software, WS4 MiFare Reader
DOOR 2 READER web portal and mobile WS4 access app. DOOR 4 READER
Fig. 9
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CABLE SIZE GUIDE
LOCK RELEASE CONNECTIONS

Forthe lock connections refer to the table. Aminimum | pistance 20m 50m 100m
of 2 cores will be required.

Cross Sectional Area (CSA) 0.5mm? 1.0mm? 1.5mm?

The maximum acceptable resistance for the lock cables (shown above) = 3Q or less for best possible performance.
GENERAL INSTALLATION NOTES

+ Check that all components are free from damage before installing (do not proceed with installation in the event of damage).

« Keep all packaging away from children (please dispose of any excess waste and packaging responsibly).

« Do not obstruct the ventilation openings or slots on any of the devices.

« All connections to mains voltages must be made to the current national standards (l.E.T. wiring regulations for the UK).

« Install an appropriate fused spur or isolation switch to isolate the mains.

« Isolate the mains before carrying out any maintenance work on the system.

« All access control cables including ethernet cables must be routed separately from the mains cable (ideally in a separate cable tray
or duct).

LOCK RELEASE WIRING AND BACK EMF PROTECTION

y o | _. meessmroms [ — It is recommended that for fail safe or fail
DIODE varstor (MOVy camalen e htiedza | | secure DC locks that a 1N4001 diode is
1N4001 + aDClockacross the lock terminals | | fitted across the lock terminals, as shown
- and is not polarity conscious : ) R ’
Sl | cveeeeebends in Fig.10. Examples can also be seen
12V DC 12V DC on the wiring diagrams on the previous
LOCK RELEASE LOCK RELEASE pages. If a diode is not available a 14 - 20V
(FAIL SAFE OR FAIL SECURE) (FAIL SAFE OR FAIL SECURE) MOV (metal oxide Varistor) can be ﬁtted
Fig. 10 Fig. 11 instead, Fig.11.

RS485 READER AND KEYPAD CONNECTIONS

It is recommended that an CW1308 twisted pair (min. of 4 pair, 8 cores) or CAT5 cable is used, per reader/keypad, to connect the
RS485 readers/keypads to the WS4 control pcb. The readers/keypads should be no more than 80m away from the WS4 cabinet,
Fig.12. Wiring connection examples can be seen in the various wiring diagrams shown on the previous pages.

Note: Remember to

- @
WS4CU4 / WS4CU4-4G | wrap the reader/keypad ) Ferrite core 22 | Readerar |
wires 1 turnaroundthe (PR . |2 S5O 0|(l keypad
/I ferrite core provided. (7)) |
d -

WS4-4D-E pch

MTPXBK-RS-MF

CW1308 cable (4 twisted pairs, 8 core min.) or CAT5 cable

— 80m (max.) =

Fig. 12

Ideally the WS4 control cabinet should be located as close to the WS4 RS485 readers/keypads as possible for best performance.
PUSH TO EXIT CONNECTIONS, ALARMS & SIRENS ETC.

Push to exit buttons should be configured as a push-to-make switch (normally open going closed). A minimum of 2 cores will be
required between the WS4 control pcb and the exit button (if connecting an MTTBK-EXIT button then a minimum of 4 cores will be
required). For peripheral devices such as alarms and sirens a minimum of 2 cores will be required. The lock release cable requirements
table shown above can be used as a guide to select an appropriate cable.

DOOR CONTACT CONNECTIONS

For door contacts a minimum of 2 cores is required and a standard 2 core (AWG24 0.2mm?) alarm cable can be used.

ETHERNET CABLE CONNECTIONS

A standard ethernet cable (with RJ45 connectors) can be used to connect the WS4 control pcb to a switch router.

& IMPORTANT NOTE: ONLY BARE COPPER (BC) CABLE SHOULD BE USED, SOLID OR STRANDED IS ACCEPTABLE.
PLEASE BE AWARE THAT WHEN SELECTING CABLE THE FOLLOWING TYPES ARE NOT RECOMMENDED BY VIDEX:
COPPER COATED STEEL (CCS) AND COPPER CLAD ALUMINIUM (CCA).
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General Directions for Installation THE POWER TO SEC

MOUNTING THE WS4 CONTROL CABINET

The WS4 control cabinets are suitable for fixed installations only and should only be fitted to solid walls. Before fixing the cabinet
to the wall it is recommended that any of the cabinet knockouts required are removed first and suitable 20mm grommets fitted
where necessary.

& IMPORTANT NOTE: DUE CARE SHOULD BE TAKEN WHEN REMOVING ANY CABINET KNOCKOUTS TO AVOID PERSONAL |
INJURY. APPROPRIATE HAND TOOLS SHOULD BE USED AND APPROPRIATE HAND AND/OR EYE PROTECTION USED.

FIXING THE CABINET TO A SOLID WALL
The cabinet has a single 7.5mm

35-40mm, @5.5 - 6mm nylon rawl plug

fixing hole at the top centre of 1 360mm |
the cabinet base and two 5.5mm N T ;4:“5’::;"’:] 3(5::::::;21::‘:’"9
mounting holes located near the T @ [
bottom left and right corners of 7.5mm top wall M5 washers '
the cabinet, Fig.13. mounting hole
Mounting directly to the wall g WS4 Cabinet Base g
When fixing the cabinet directly T
to the wall Videx recommend | 260mm |
using the following ﬁ'xmgs: | %7 ssmmleta it 0 incoming cable ‘ ‘:. ;dhbwALL"'.
3x flat head self-tapping masonry wall mounting holes h | N———
screws with 5mm diameter and + :n::koutfat o 1 | — 1S %
between 40 - 50mm length. 3x eromotcabing cabinet base
Fig. 13 Fig. 14

expansion type rawl plugs.

The rawl plugs should be for use in solid walls with a 5.5 - 6mm diameter and between 35-40mm length (approx.). 6x M5 size flat
metal washers will also be required (2 washers required for each fixing position either side of the cabinet base plate).

The fixing holes for the cabinet should be drilled out, rawl plugs placed into the fixing holes in the wall and cabinet base should
be fitted to the solid wall using the self-tapping screws and M5 washers as shown in Fig.14. The various cables required for the
installation can then be fed through the cabinet knockouts to be used and the various WS4 controller connections and power
supply connections made as necessary.

CONNECTION TO MAINS, SAFETY AND GUIDANCE NOTES

IMPORTANT NOTE: PLEASE READ THESE INSTRUCTIONS CAREFULLY BEFORE COMMENCING WITH THE
INSTALLATION.

IT IS RECOMMENDED THAT ANY CABLING AND VIDEX PRODUCTS BE INSTALLED BY A COMPETENT AND QUALIFIED
ELECTRICIAN, ACCESS CONTROL OR SECURITY INSTALLATION SPECIALIST OR COMMUNICATIONS ENGINEER.

« DO NOT install any Videx product in areas where the following may be present or occur:

« Excessive oil or a grease laden atmosphere.

- Corrosive or flammable gases, liquids or vapours.

« Possible obstructions which would prevent or hinder the access and/or removal of the Videx product.
MAINS CONNECTION

The system MUST be installed in accordance with the current LE.T. regulations (in
particular I.E.T. Wiring Regulations, Eighteenth Edition BS7671:2018 for the UK), in
particular Videx recommends: N

« Connecting the system to the mains through an all-pole circuit breaker (refer to

_Q/I/Q_
Fig.15) which shall have contact separation of at least 3mm in each pole and shall % _E_OJ/
O

disconnect all poles simultaneously. 1 PHASE ) FUSE
+ That the all-pole circuit breaker shall be placed in such a way to allow for easy (ZZSOL{ZZ(';\\,(“
access and the switch shall remain readily operable. 50/60Hz) SWITCHED
« Ensuring that the mains supply (Voltage, Frequency and Phase) complies with the FUSE SPUR
product rating label (this is usually located on the topside of the power supply). Fia. 15
ig.

« Isolating the mains before carrying out any maintenance work on the system.
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CONNECTING THE WS4 CONTROLLER FOR THE FIRST TIME

The WS4-1D-E and WS4-4D-E pcbs do not have a default IP address. By default they are set to DHCP. There are two methods of
connection to configure the WS4 control pcbs: LAN network and standalone.

METHOD 1 - LAN NETWORK CONNECTION
In this configuration the network’s DHCP server will assign an IP address to oN
the WS4 control pcb (WS4-1D-E or WS4-4D-E). ON

1.For a WS4-1D-E pcb put slide switch 1 in the OFF position, Fig.16 and for l

a WS4-4D-E pcb put dip-switch 1 in the OFF position, Fig.17.

2.Next (via the RJ45 ethernet connection on the pcb) use an ethernet cable OFF
to connect the respective WS4 control pcb to the network switch. Fig. 16 Fig. 17
3.Using a laptop or PC that is connected on the same network as the WS4
control pcb open the web browser and enter http://ws4- followed by ‘ < C (@ http://ws4-110034
the 6 digit serial number located on the WS4 control pcb (Fig.1, . (8) and
Fig.3, @9) as shown in Fig.18. Fig.18

4.1f you cannot connect to the WS4 control pcb it is because the network does not recognise the name of the controller. In this case,
go to the Videx software services web page, https://software.videxservices.uk, and download the WS4 tool ‘Device Finder’
from the WS4 section, as shown in Fig.19.

Videx Software X

(6> ¢ @ © | @ ntossoftware videxservices.uk PCE nNGD®ee|=

V& Videx Security - Acces... [ Other Bookmarks

WVIDEX

Software.

> Product Builder
> GSM
> 2X02PC
> PROS CS
> MiAccess
> BioManager
> Support Software
v WS4
> Firmware
v Device Finder
[l DeviceFinder.zip R
> Technical Support

© 2023 Videx Security Ltd.

- O Type here to search ¢ N~ Dk 07:)161270 21 O
Fig. 19

5.The ‘Device Finder’ tool will enable you to find out the IP address of the WS4 control pcb. Run the DeviceFinder.exe file to launch
the tool. It will display a list of all the WS4 controllers connected in the network, as shown in Fig.21 on the next page.

6.Either open a web browser and type in the IP address of the WS4 controller,
Fig.20, or double click the WS4 controller line from the device finder list to ‘ & C (@ http://192.168.1.42
open the WS4 login page to that IP address, Fig.22. For the default login
username enter admin and for the default password enter WS4- followed
by the 6 digit serial number i.e. WS4-110034, all in capitals, as shown in
Fig.22.

Fig. 20
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O Device finder

Double click on a device to open its login page

Type SN MAC Mode | IP MASK Gateway Https

WS4-1D-E master | 110034 | 00-1D-EB-0C-27-11 | DHCP 192.168.1.42 255.255.255.0 | 192.168.1.1

WS4-4D-E master 100226 00-1D-EB-0D-00-E2 | DHCP 192.168.1.29 255.255.255.0 192.168.1.1

l O Scan ‘ [ Exit |
Fig. 21
E ws4 X
(i\; > C @ © | W niipi/192.168.1.42 . Yo N 0O © & ‘ =
http://192.168.1.42
y'}
WSAB~
o
WS4-110034
Serial number :
WS4 V2.60 © XPR Group

- 0 Type here to search 0 07s3)16«327r)21 =
Fig. 22

7.Press the login button @ to be redirected to the WS4 controllers default homepage, as shown in Fig.26.

METHOD 2 - STANDALONE CONNECTION WITHOUT LAN NETWORK

In this configuration the WS4 control pcb will assign an IP address to your PC.
Please note that the PC must be set to obtain an IP address automatically.

1.For a WS4-1D-E pcb put slide switch 1 in the ON position, Fig.23 and for
a WS4-4D-E pcb put dip-switch 1 in the ON position, Fig.24.

2.Next (via the RJ45 ethernet connection on the pcb) use an ethernet cable
to connect the respective WS4 control pcb to RJ45 ethernet connection
on the PC.

3.0pentheweb browser onthe PCand entertheIP address 192.168.50.100,
as shown in Fig.25, and you will be prompted to the WS4 login page like
in Fig.22.

ON ON
I OFF
Fig. 23 Fig. 24
‘ <« C <® http://192.168.50.100
Fig. 25
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4. As before enter the default login username admin and WS4- followed by the controllers 6 digit serial number i.e. WS4-110034,
all in capitals, as shown in Fig.22.

5.Press the login button @ to be redirected to the WS4 controllers default homepage, as shown in Fig.26.

© | @ http://192.168.50.100/main.html IR

o~ 7 ~
N BRSO EEeE
d

Welcome, Administrator & Change passwor

o

O
=E® Schedules Your WS4 is not yet configured. In order to optimize the parameterization, it is advisable to follow the following order:
1. Configure the doors.

ﬂ Holidays 2.Conﬁgure the schedules.
3.[/3] Configure the categories.
|i| Doors

4.[F] Encode the users.
5. E Change your password and configure the operators.
ﬁa Settings For an explanation of how to use the software, clickon @.

":' Operators

(L
® Technical - - .
/7 supervision }/7)

L

No new alarm MAINS FAILURE 14:21 Events

WS4 V2.60 © XPR Group

X 117
0 d orez00 O

O Type here to search

Fig. 26

As shown in Fig.26 further instructions on how to use the WS4 software can be found by clicking on the help 9 icon.
INITIAL CONNECTION AND SETUP OF READERS & KEYPADS

Refer to the table of readers on page 6 for compatible RS485 readers and keypads that can be connected to the WS4 control pcbs.
Also on page 6 refer to the reader addressing notes to setup the desired door configuration, then following the installation notes and
the example wiring diagrams on the previous pages connect the readers and/or keypads to the WS4 control pcb.

Further instructions on how to setup the reader/keypad address can be found in the relevant instructions supplied with the respective
reader/keypad.

[ & IMPORTANT NOTE: WHEN POWER IS SWITCHED ON FOR THE FIRST TIME TO THE WS4 CONTROL PCB AND IN TURN
POWERS UP THE READER/KEYPAD, FOR A PROXIMITY READER THE HALO LED WILL FLASH RED CONTINUOUSLY AND
BEEP, FOR A COMBINED PROXIMITY READER & KEYPAD THE BACKLIT BUTTON PLATE WILL FLASH RED AND BEEP
WHILE ON AN LCS KEYPAD THE RED LED WILL FLASH AND BEEP TO SIGNIFY THAT THE READER/KEYPAD IS CURRENTLY
OFFLINE, THIS IS NORMAL BEHAVIOUR AND WILL CONTINUE UNTIL THE READER/KEYPAD IS PROPERLY CONFIGURED
THROUGH THE WS4 BROWSER SOTWARE.

ADDING READERS & KEYPADS

1.0n the homepage screen (Fig.26) click on the doors icon from the left hand side menu, as
shown in Fig.27.

2.The screen will switch to show the list of doors associated with the WS4 control pcb, for a
WS4-1D-E control pcb refer to Fig.28 and for a WS4-1D-E control pcb refer to Fig.29.

Fig. 27

3.From the list of doors on this screen click on the name ‘Not used’ for the door you wish to configure, for example in Fig.28 click on
‘Not used’ for door ID 1.0 to configure door 1 (and so on). The screen will switch to the new door screen as shown in Fig.30.
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ID

#0 - Master 110034

ss from the home page.

Name

Group

This list gives you a quick overview of the doors of your installation.

If the Public option is checked, any operator will be allowed to open or unlock the
acce

ILock

APB

Emg.

D

Public

l[e]

ID

#0 - Master 100226

e This list gives you a quick overview of the doors of your installation. 0

If the Public option is checked, any operator will be allowed to open or unlock the
access from the home page.

Name

D

Public

Group APB ILock Emg.

Name of the access :

GENERAL lid:1] (?)

Type of access :

Location :

Access with 1 reader v

Lock time :

Group : Type :
(0]

Free periods :

=

D Anti-passback (APB) D Interlock

D Unlock if emergency

FREE OUTPUT PUSH BUTTON

Active period :
24h a day, 7d a week

@ Record ‘free output’ events

Forbidden periods :

1.0 Not used 0 1.0 Not used 0

1.1 Not used 0 1.1 Not used 0

2.0 Not used 0

For security reasons, you must change the default password to add slaves. 0 2.1 NEfuees. 0
W VRED ©XFR E For security reasons, you must change the default password to add slaves. o

WS4 V2.60 © XPR Group
Fig. 28 Fig. 29
|

< New door E

DOOR CONTACT ©

E & FORBIDDEN

©)

READER A

Cabling: on LB1, reader at address 0 (jumper opened)

Keypad : D Fingerprint : D

Card + PIN mandatory periods :

©)

Never (user can choose)

Detection required :
\[o]

D Access allowed even if out of hours

D Timed Anti-passback

Fig. 30
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4.0n the new door screen the parameters of the door can be configured (i.e. naming the door output, selecting the type of access:
proximity reader or keypad, lock release times etc.). For an explanation of what each section does simply click on the help 9 icon.
BASIC 1 DOOR CONFIGURATION EXAMPLE USING A MIFARE READER
1.0n the new door screen (refer to Fig.30) for a basic 1 door
configuration follow the steps below:
« Under the general section the name of the access could be

called main door 1, the group drop down number can be
left on the default setting 0.

« The type of access can be left on the door default selection

K A . . This list gives you a quick overview of the doors of your installation e
and Wlth the access Wlth 1 reader Settlng' The Iocatlon If the Public option is checked, any operator will be allowed to open or unlock the
can be left as neutral and the lock time as 3 seconds. The access from the home page.
various check box options can be left unchecked. 5

. #0 - Master 110034 D
« The free output push button section can be left on the

default selections. -
« Under the reader A section from the card drop down list .
Mifare/Desfire can be selected. All other settings can be
left on the default Setting_ If using a keypad instead of a For security reasons, you must change the default password to add slaves. @
Mifare reader leave the card drop down list on the default WS4 V2,60 © XPR Group
setting NO and check the keypad box. For a combined
Mifare reader and keypad select Mifare/Desfire and check
the keypad box.
+ On the right of the screen both the door contact and
free & forbidden periods sections can also be left on the | Fig. 31
default setting.

2.0nce all the parameters have been set click on the save button at the top right of the screen to save the settings and
configure the reader. You will notice after a brief pause the reader/keypad will stop beeping and the reader’s/keypad’s onboard
LED will stop flashing to confirm the reader/keypad has been successfully configured.

3.Click on the back button at the top left of the screen to return back to the list of doors screen. The name of door ID 1.0 will
now be shown as main door 1 and a new check box under the public column will be seen, as shown in Fig.31. Check the public
box if you wish to use the WS4 web portal cloud platform or the WS4 mobile apps.

4. Please note that the setup selections shown in step 1 above is for an example only. The configuration and setup for the

desired parameters of the door will obviously depend on the requirements for the installation. These same steps can be followed
when setting up the parameters for a 4 door controller (WS4-4D-E control pcb).

1 DOOR 2 READER (IN/OUT) CONFIGURATION EXAMPLE USING MIFARE READERS

It is possible to configure the doors on an installation with 2 Mifare readers or 2 keypads (or a combination of both Mifare reader
and keypad) to operate the same door relay, i.e. the door would have a reader IN and a reader OUT operating the same relay. When
wiring up the lock to the WS4 control pcb the lock must always be wired into the first relay, e.g. on a 1 door PCB and 2 door PCB the
lock would be wired into door relay 1. For a 4 door PCB the lock would be wired into door 1.0 relay for the first IN/OUT door and
door 2.0 relay for the second IN/OUT door.

Before configuring the readers via the WS4 browser software first address the readers/keypads. To setup the addressing for the
Mifare readers and keypads refer to the reader addressing and door configuration table and notes on page 7.

Follow the steps below to configure the readers.
1.0n the homepage screen (refer back Fig.26) click on the doors icon from the left hand side menu, as shown previously in Fig.27.
2.As before the screen will switch to show the list of doors associated with the WS4 control pcb, for a WS4-1D-E control pcb refer
back to Fig.28 and for a WS4-1D-E control pcb refer back to Fig.29.
3.From the list of doors on this screen click on the name ‘Not used’ for the door you wish to configure, for example in Fig.29 for a 4
door control pcb click on ‘Not used’ for door ID 1.0 to configure door 1.
4.The screen will switch to the new door screen as shown in Fig.30.

5.Under the general section, enter the name of the door in the name of the access field, in this example it will be called Mifare
Reader IN/OUT. The group drop down number can be left on the default setting 0 like before, as shown in Fig.32.

6.Under the type of access section select the type of door as required (door, barrier, tunrstile etc.) in this example door will be
selected from the drop down list. To configure the door to use 2 readers to operate the same door relay select Access with 2
readers from the second drop down list, again refer to Fig.32.

7.0nce Access with 2 readers is selected from the second drop down list a second reader, Reader B, will appear on the new door
screen next to Reader A at the bottom right of the screen, as shown in Fig.34.

WS4 Web Access System - Installation Guide -19- WS4-WEB-ACC-EN - V1.0 - 23/01/23



WS4 Web Access System

Connection & Reader/Keypad Configuration

THE POWER TO SECURE

\VIDEX®

GENERAL lid:1] ()

Name of the access : Group :

@e Reader IN/OUT

Type of access :

v | Access with 2 readers

——————
Lock time :

e

Location :

D Toggle mode ‘ Anti-passback (APB) ‘ Interlock

D Manage an elevator D Unlock if emergency

FREE OUTPUT PUSH BUTTON @

Active period :

24h a day, 7d a week v

@ Record ‘free output’ events

Fig. 32

This list gives you a quick overview of the doors of your installation. 0

If the Public option is checked, any operator will be allowed to open or unlock the
access from the home page.

#0 - Master 100226 @
ID 10 Name Group APB ILock Emg. Public
1.0

. Mifare Reader INJOUT 0 ]
2.0 Not used 0

21 Not used 0

For security reasons, you must change the default password to add slaves. o

WS4 V2.60 © XPR Group

Fig. 33

GENERAL lid:1] (?)
Name of the access : Group :
[ Mifare Reader IN/OUT ] (0]

Type of access :

Access with 2 readers v

Door
Location : Lock time :

D Anti-passback (APB) D Interlock

D Unlock if emergency

Neutral

D Toggle mode
D Manage an elevator

FREE OUTPUT PUSH BUTTON ©)

Active period :
24h a day, 7d a week

@ Record ‘free output’ events

DOOR CONTACT ©

Type :

FREE & FORBIDDEN PERIOD ©)

Free periods :

Forbidden periods :

READER A @

Cabling: on LB1, reader at address 0 (jumper opened)

Card : Mifare/Desfire v
Keypad : D Fingerprint : D

Card + PIN mandatory periods :

READER B @

Cabling: on LB1, reader at address 1 (jumper closed)

Card : Mifare/Desfire v
Keypad : D Fingerprint : D

Card + PIN mandatory periods :

Never (user can choose)

Never (user can choose)

Detection required :

No v

D Access allowed even if out of hours

D Timed Anti-passback

Detection required :

\[¢} v

D Access allowed even if out of hours

D Timed Anti-passback

Fig.34
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8.Like in the previous basic 1 door configuration example the parameters of Reader B can be configured as desired. In this
example Reader B will have an identical configuration as Reader A, i.e. Mifare/Desfire card would be selected from the card

drop down list, as shown in Fig.34.
9.0nce all the parameters have been set click on the save button at the top right of the screen to save the settings and
configure the reader. As before you will notice after a brief pause the Mifare readers will stop beeping and the reader’s onboard
LED will stop flashing to confirm they have been successfully configured.
10. Click on the back button at the top left of the screen to return back to the list of doors screen. This time however the name
of door ID 1.0 and door ID 1.1 will now be shown combined in the name column as Mifare Reader IN/OUT, as shown in Fig.33.

11. As before the check box under the public column will be seen. Check the public box if you wish to use the WS4 web portal cloud
platform or the WS4 mobile apps.
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SETTING UP HOLIDAYS, SCHEDULES AND CATEGORIES

Before adding users it is recommended that in the following order holiday periods, schedules and categories are setup for the
system.

HOLIDAYS

Itis possible to configure the WS4 system to behave differently on holiday periods. For example you can configure the system to not
allow access for some users, or do not unlock the door(s) if the company is closed. It is on the holidays screen where the holidays
can be configured for the system and it should be noted that holidays is considered the period of days that the company is closed
and not the time taken off by users (i.e. not a user’s individual holidays).

Follow the steps below to configure the holidays.

1.0n the homepage screen (refer back to Fig.26) click on the holidays icon from the left
hand side menu, as shown in Fig.35.

2.The screen will switch to show the holidays screen, as shown in Fig.36, which will show the
full number of days for the current calendar month.

3.To set the days on the calendar, first select the type of holiday to change just above the calendar: holidays (normal holidays e.g.
holiday periods when the company might be closed) or fixed holidays (repetitive holidays each year that fall on the same date,
for example in the UK Christmas Day on the 25th December and Boxing Day on the 26th December).

4.Next click on the desired dates one by one on the calendar to mark down as the holiday period. Please note if the wrong date is
selected clicking on the same date again will deselect them. The normal holidays will be highlighted in green, while the fixed
holidays will be highlighted in red, as shown in Fig.37. Indicated underneath the calendar is the number of future holidays (i.e.
the number of holidays to come) which is a total of the normal holidays.

5.0nce the desired holiday type and dates have been selected on the calendar simply click on the save button at the top right
of the screen to save the holidays.

Choose the type of holidays that you want to add or remove 9 Choose the type of holidays that you want to add or remove o
and then simply click in the calendar to toggle a date. and then simply click in the calendar to toggle a date.
@ Holidays O Fixed holidays O Holidays @ Fixed holidays

« April 2023 » « December 2023 »

Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su

1 2 1 2 |3

3/4,5 67|89 4 516 |7 |8|9 10

10 11 12 13 14 15| 16 11 (12 (13 (14 15 16 | 17

17 18 1 19 1 20 | 21 | 22 23 18 119 | 20 | 21 | 22 23 24

24 | 25 26 | 27 | 28 | 29 30 30 31

Number of future holidays : 0 Number of future holidays : 3
WS4 V2.60 © XPR Group WS4 V2.60 © XPR Group
Fig. 36 Fig. 37

The WS4 system allows for up to 105 holidays to be programmed and 20 fixed holidays to be programmed. The holidays whose date
has passed are still displayed in the calendar (for a maximum of 1 year), but they can no longer be modified.

During a day off, weekly schedules are changed, the WS4 system uses the configured days setup (as shown in the example above)
for holidays instead of current day periods.

For information on holidays click on the help 9 icon.

SCHEDULES

Schedules are used in the configuration of the doors and categories of users and it is possible to create up to 50 different schedules

in the WS4 installation. Each schedule represents the 7 days of the week, plus a special case for holidays and is referred to a weekly
schedule.
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Follow the steps below to setup the schedules.

1.0n the homepage screen (refer back to Fig.26) click on the schedules icon from the left
hand side menu, as shown in Fig.38.

2.The screen will switch to show the weekly schedules list, as shown in Fig.39, which will
show a list of any current weekly schedules. The default 08 - 20 will be shown initially.

@\ﬂ hitp://192.168.50.100/week_list.html IN D © @ ‘ =

Weekly schedules

Each schedule represents a full week, including the week-end and a
special case for holidays. The schedules are used to construct the
categories of users, the free/forbidden periods of the doors etc. You can

. create up to 50 weekly schedules in the installation.
"® Schedules
H
z Holidays 08 -20

WS4 V2.60 © XPR Group
|i| Doors

ﬁo Settings

":' Operators

O Technical
/  supervision

A Type here to search

Fig. 39

3.To add a weekly schedule first click on the add schedule button at the top right of the weekly schedules screen. The screen
will switch to show the new schedule screen, as shown in Fig.40.

Name of the schedule :

| | ©

@ Mon. to Fri. identical @ Sat. to Hol. identical

Monday » Friday

B e

Saturday, Sunday, Holiday

B

WS4 V2.60 © XPR Group

Fig. 40

4. A name can be given to the weekly schedule and entered into the schedule name field (up to 50 characters max.). Just below this
field are 2 check box options:

» Mon. to Fri. indentical, this option can be checked if the working hours/time periods of the 5 days of the week (Monday
through to Friday) are the same.
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» Sat. to Hol. identical, this option can be checked if the schedules of the weekend (Saturday & Sunday) and holidays are the
same.

5.Below the check boxes are the schedules adjustable working hours/time periods for the 5 working days of the week and
weekends & holiday. These can be adjusted in increments of hours (00h, 01h and so on up to 23h) and increments of 5 minutes

(00, 05 and so on up to 55) by clicking on the drop down  icon (starting from the left working across to the right) and selecting
the appropriate time parameter.

6.To the right of the adjustable working hours/time periods is the expansion button @ which can be used to further expand the
working hours/time periods for up to 3 periods, as shown in Fig.41. Pressing the expansion button again will reduce the working
hours/time periods to a single period.

(B Mon. to Fri. identical |[ll] Sat. to Hol. identical

Monday » Friday

oo v >‘OOhVOO v‘ 00 VMOOhVOO v‘ oo VMOOhVOO v‘ e

Saturday, Sunday, Holiday

OO VMOOhVOO V‘ 00 VMOOhVOO V‘ OO VMOOhVOO V‘

Fig. 41

7.By default the schedule box options are checked to indicate that the 5 working week days and weekends & holiday will have
identical working hours/time periods so that whatever working hours/time periods are programmed they will be the same for
every day of the week or they will be the same for weekends & holidays.

If, however, the working hours/time periods for each day of the working week or weekends & holidays are to be different the
relevant box can be unchecked. In doing this each individual day of either the working week day (i.e. Monday, Tuesday, Wednesday
etc.) or weekend & holiday (i.e. Saturday, Sunday & holiday) can be setup differently from one another, as shown in Fig.42.

Name of the schedule : 9

‘ Weekly Schedule 2 ‘

[ | Mon. to Fri. identical |} Sat. to Hol. identical

Monday

[ ey (T N S I o
Tuesday

I Y T Y B
Wednesday

I Y T B
Thursday

Friday

08h v 30 v pd 12h v 30 v 00 V‘>‘00h\/00 V‘ OO V‘>‘00h\/00 V‘

Saturday, Sunday, Holiday

OO V‘> 00h |00 V‘ 00 V‘>‘00h\/00 V‘ OO V‘>‘00h\/00 V‘

Fig. 42

In the example above, Fig.42, Weekly Schedule 2 has been setup so that the working days of the week have different working hours/
time periods. Monday and Thursday each have 3 time periods that are the same : 08h30>12h00, 13h00>15h15 and 16h00>18h35.
While both Tuesday and Wednesday each have 2 time periods that are the same : 08h00>12h00 and 13h00>17h00, and Friday has
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asingle time period : 08h30>12h30. This feature is particularly useful for users that may have irregular or part time working hours as
their access fob/card or access codes can be configured to only work during these scheduled time periods. The weekly schedule can
be assigned to a category and the category in turn can be assigned to a user’s fob/card and/or access coode when a user is created.

8. After the parameters of the schedule have been setup simply click on the save button at the top right of the screen to save
weekly schedule. Click on the back button at the top left of the screen to return back to the weekly schedules list.

9.The weekly schedules list will show the newly created schedule in the list, as shown in Fig.43.

0 \ & hitp://192.168.50.100/week_list html

N oDee|=

A o
"‘ Users

Each schedule represents a full week, including the week-end and a e
@ Categories special case for holidays. The schedules are used to construct the

categories of users, the free/forbidden periods of the doors etc. You can
. create up to 50 weekly schedules in the installation.
=E@ Schedules

08 - 20

Weekly Schedule 1

 Weekly ScheduleD

¢¢ Settings WS4 V2.60 © XPR Group

4'|;| Operators

O Technical
/ supervision

& Type here to search

Fig. 43

CATEGORIES

The categories defines the rights of users and up to 250 categories can be created in an installation.
Follow the steps below to create a category.

1.0n the homepage screen (refer back to Fig.26) click on the schedules icon from the left
hand side menu, as shown in Fig.44.

2.The screen will switch to show the categories list, as shown in Fig.45, which will show a list
of any current categories. The default FULL ACCESS will be shown initially. Fig. 44

3.The categories list is divided into 5 columns. The first column displays the name of the category, the second column shows which
weekly schedule is associated with the category. The last three check columns are as follows :

. E] :if checked, the members of this category are authorized during forbidden periods.

. . if checked, the members of this category are NOT subject to the anti-passback feature.

. . if checked, the members of this category are

allowed through all the doors on the system (including doors that
may be added onto the system at a later time).

4.To add a new category click on the add button at the top right of the categories list screen. The screen will switch to show
the new category screen, as shown in Fig.46.
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@‘ﬂ http://192.168.50.100/categ_list.html w IN @D © @ ‘ =

Categories list

The categories are used to define the rights of the users. You can create uo tp 250 categories in the installation. 0

FULL ACCESS 24h a day, 7d a week
=E'® Schedules X

WS4 V2.60 © XPR Group
2: Holidays

|i| Doors

Qa Settings

"l:' Operators

O Technical
/  supervision

O Type here to search

Fig. 45

SCHEDULE @

Name of the category : Weekly schedule :
D NOT subject to Anti-passback D Allowed during forbidden periods
DOORS ©)

r List of authorized doors

D All the doors

Warning, if this option is checked, even the doors that will be created later will be allowed

D Mifare Reader IN / Keypad OUT D MTPX-RS-MF Reader
D LCS Keypad D MTPADPK-RS-MF Keypad + Prox
WS4 V2.60 © XPR Group
Fig. 46

5.0n the new category screen details for the category can be entered, starting with the name of the category (for example Part
Time Access) under the general section on the left side. Underneath the category name field is the NOT subject to anti-passback
check box, if checked this will be highlighted in the check column on the categories list screen (refer to Fig.45).

6.0n the right side under the schedule section a weekly schedule can be selected from the drop down list, this is a schedule that
would have been created following the schedules notes on pages 24 - 27. For example Weekly Schedule 2 (also refer to Fig.42)
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can be selected from the drop down list and assigned to the new category. Below this is the allowed during forbidden periods
check box, if checked this will be highlighted in the E] check column on the categories list screen (again refer to Fig.45).

7.Below both the general and schedule sections is the doors section, where the WS4 browser will display the list of authorized
doors setup on the installation, all the doors will be displayed by the name given to them following the adding adding readers
& keypads notes on pages 17 - 19. A check box is shown next to each door name and when checked indicates the doors you are
allowing access through for the category being created.

If allowing access through all the doors on the installation then the all the doors check box can be checked instead (important
note: this also includes doors that may be added onto the system later on) if checked this will be highlighted in the check
column on the categories list screen (again refer to Fig.45).

8. After the parameters of the category have been selected simply click on the save button at the top right of the screen to save
new category. Click on the back button at the top left of the screen to return back to the categories list.

9.The categories list will show the newly created category, Part Time Access, in its list, as shown in Fig.47.

© | @ nitp:11192.168.50.100/categ_list htmi IN D © @ ‘ =
Categories list

The categories are used to define the rights of the users. You can create uo tp 250 categories in the installation. 0

FULL ACCESS 24h a day, 7d a week

(Part Time Access Weekly Schedule 2 Vs v V4 )

WS4 V2.60 © XPR Group

aﬁ Settings

A'D Operators

O Technical
/7 supervision

O Type here to search

Fig. 47

13:24
B ¢ 7032008 &

10. As can be seen in the example, Fig.47 above, the new category Part Time Access is made up from Weekly Schedule 2 (also
refer to Fig.44), and will allow members (users) of this category to have access through all doors on the system, without subject
to the anti-passback feature and allow access through doors even through forbidden periods.

Remember in each section for more information and guidance click on the help 9 icon.
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ADDING USERS

1.0n the homepage screen (Fig.26) click on the users icon from the left hand side menu, as
shown in Fig.48.

2.The screen will switch to show the list of users associated with the WS4 control pcb, at this
point there will be no users listed as shown Fig.49.

. g7

Refresh  Enroll a batch of cards o
Important:

Before starting to encode users, it is advisable to set the user options via the button ﬂ in the title bar.

You can create up to 2500 users in the installation.

IMPORT USERS ©)

You can import users from a CSV file.

Start wizard...

WS4 V2.60 © XPR Group

Fig. 49

3.To add a user fob/card first click on the add user button at the top right of the list of users screen. The screen will switch to
show the new user screen, as shown in Fig.50.

Full name : Category 1:
{ } NO ACCESS Y
D Disabled Category 2 :

NO ACCESS >

D This user can acknowledge alarms
Category 3 :

Validity
NO ACCESS
@ Always vaild

From: | &) [0 | IDENTIFIERS @
Card 1:
To: [ Hoo:oo v] ’j

Code in Wiegand 26 bit:
Card 2 :

Code in Wiegand 26 bit:

PIN code :

Fingerprints

Fingers enrolled: 0 Details ¥

How can the user delete his own fingerprints?

WS4 V2.60 © XPR Group

Fig. 50

4.0n the new user screen the details for the user can be entered and setup (i.e. the user’s name, proximity fob/card information,
keypad PIN code etc.). For further guidance on what each section does simply click on the help 9 icon.
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ADDING A USER FOB/CARD OR ACCESS PIN CODE
1.0n the new user screen (refer back to Fig.50) to add a new user follow the steps below:

« Under the general section in the full name field enter the user’s name. For this example the two check boxes under the name field
can be left unchecked. The vailidity section can be left with the default setting as shown in Fig.50 (these options can be updated
later if necessary as they are based on an individual user’s requirements).

« On the right under the categories section from the category 1 drop down list FULL ACCESS can be selected or set to a predefined
category (also see categories notes on pages 25 - 27 on how to setup predefined categories). Again for this example both category
2 and category 3 drop down lists can be left on NO ACCESS.

« Under the identifiers section in the card 1 field enter the 10 digit fob/card

number which is printed on the fob/card (this will be the fob/card which will T'F'ERS @
be given to the user). The software will automatically generate the Wiegand 26 { 2345957603 \%}
bit number, which can be seen just under the card 1 field, as shown in Fig.51. Gode n Wiegand 26 bit 212 30947

« Alternatively, if the fob/card doesn't have a 10 digit number printed on it then Fig. 51
simply click on the ID card icon ‘%2 at the right hand side of the card 1 field,
as shown in Fig.52, when the enroll a new card prompt window appears, as
shown in Fig.53, present to fob/card to a reader.

IDENTIFIERS
Card 1:

£ B

Code in Wiegand 26 bit:

Please note that the setup selections for the fob/card shown in step 1 above
is for this example only. Fig. 52

2.0nce the fob/card has been registered click on the save button at the top
right of the screen to save the user’s information.

Present a new card on one of the readers of the installation

3.Click on the back button at the top left of the screen to return back to the
list of users screen. The name of the user will now be shown in the list of users,
in this example the user‘Green Fob’, as shown in Fig.54. Fig.53
List of users E ||
gesf ]

Refresh  Enroll a batch of cards

You can create up to 2500 users in the installation.
Name v Vailidity Category 1 Ev.
A | Green Fob Always FULL ACCESS D

IMPORT USERS @)

You can import users from a CSV file.

Start wizard...

EXPORT USERS ©)
You can export the list of users in a CSV file. The file is encoded in UTF-8 with BOM (Byte Order Mark). 3
WS4 V2.60 © XPR Group o
Fig. 54
4.1f a keypad is being used on the WS4 system instead of a Mifare reader then IDENTIFIERS ®@
under the identifiers section simply leave the card 1 and card 2 fields blank Card1:
and enter an access PIN code in the PIN code field, as shown in Fig.55. | |
Code in Wiegand 26 bit:
5.Repeat these steps to add more user proximity fobs/cards for Mifare readers Card2:
and access PIN codes for keypads. [ \‘y}
Code in Wiegand 26 bit:
It is also possible to enroll a batch of cards by clicking on the enroll a batch of PIN code :
cards link at the top of the list of users screen, see Fig.54, further information [ 123456 ]
on this can also be found by clicking on the help e icon. Fig. 55

An option to import users from a text CSV file is also possible, by clicking on the start wizard button, as shown in Fig.54 under the
import users section, further information on how to achieve this can also be explored by clicking on the help 9 icon.
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ADDING SLAVE CONTROLLERS VIA THE WS4 BROWSER SOFTWARE

Before including additional slave controllers via the WS4 browser software first setup the WS4 control pcb hardware following the
notes connecting multiple controllers on page 9 and then follow the steps below.

1.0n the homepage screen (refer back to Fig.26) click on the doors icon from the left hand side menu, as shown in Fig.27.

2.The screen will switch to show the list of doors associated with the WS4 control pcb, for a WS4-1D-E control pcb refer to Fig.28
and for a WS4-1D-E control pcb refer to Fig.29.

3.Just underneath the list of doors the software advises for security reasons, you must
change the default password to add slaves. If you haven't already changed the password
click on the operators icon from the left hand side menu, as shown in Fig.56.

"D Operato‘ri

4.The screen will switch to show the operators list, as shown in Fig.58 below.

5. At the top just under the heading click on the change password link, refer to Fig.58. Fig. 56

6.The screen will switch to show the change password screen, refer to Fig.59. Enter the current login password (in this example it
would be the default password used : WS4-110034) followed by the new password and confirmation of the new password and
then click on OK.

7.The screen will switch back to the operators list, Fig.58. [x]

8.Next click on the doors icon (Fig.27) from the left hand side menu to
switch back to the list of doors screen. Just below the table of doorsit | Serial number or P address of the slave :

will now show the Add a slave link. ]

9.Click on the Add a slave link, the software will display the adding or
replacing a slave prompt window, as shown in Fig.57.

Fig. 57

10. Enter either the serial number or IP address of the additional WS4
control pcb into the search field and then click on the search button.

B ws4

©-c e (0@ s oot _____ wwo# noeo =

/ﬁ‘ Home Operators list

}“ Users (2]

You can create up to 10 operators in the installation. The first
operator is always the administrator.

Operator Ev.

D

Aa Administrator

A Not used

Not used

Not used

Qo Settings

Not used

o
-m
o
-m
A Not used
o
-
o
~m

Not used

":l Operators

A Not used

O Technical ° \
A o ot used
/ supervision o

A Not used

WS4 V2.60 © XPR Group

11:17
D ore2001 O

O Type here to search

Fig. 58
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Change password

Current password :

| |

New password :

| |

Confirm password :

| |

Password policy

* The password must be at least 6 characters long.
* The password can’t contain the login.
* The password must contain characters from 3 of the following 4 categories:

o Uppercase letters (A~ Z)
> Lowercase letters (a ~ z)
> Digits (0 ~ 9)

o Other symbols

WS4 V2.60 © XPR Group

Fig. 59

11. For example enter 100226 or 192.168.1.29 into the search
field (using the example serial number or IP address from
the device finder search list shown in Fig.21 on page 16 for
another WS4 control pcb).

The browser software will search over the network for the

WS4 controller and when found will briefly display just
below the search field slave found, saving data.

Please note that the serial number and IP address shown in
step 11 for the WS4 control pcb is for this example only.

12.The prompt will disappear to confirm the WS4 controller
has been found and will then switch back to the list of
doors screen and will now show the new WS4 controller,
as shown in Fig.60.

13. Repeat steps 9 - 12 to add more slave WS4 controllers (up
to 9 additional slave controllers, 10 controllers max. per
installation).

14. For door configuration and adding readers/keypads etc. for
each additional slave WS4 controller follow the notes on
the previous pages.

This list gives you a quick overview of the doors of your installation. e

If the Public option is checked, any operator will be allowed to open or unlock the
access from the home page.

#0 - Master 110034 @
ID 110 Name Group APB ILock Emg. Public
1.0 main door 1 0 D
1.1 Not used 0

D

Public

#1 - Slave 100226 Eg
ID /o

Name Group APB ILock

Emg.

1.0 Not used 0
1.1 Not used 0
2.0 Not used 0
21 Not used 0
Add aslave @
WS4 v2.60 © XPR Group
Fig. 60

As before for an explanation and further guidance on what each section does simply click on the help 9 icon.
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FACTORY RESET FORA 1 DOOR &2 DOOR CONTROLLER (WS4-1D-E PCB)

Although switch 1 onthe 2 way slide switch is used to setup the WS4-1D-E pcb to operate in a LAN network or stanalone configuration
it is also used to perform a factory reset of the control pcb. Follow the steps below to factory reset the WS4 control pcb.

—— ¢ 1.First ensure the ethernet network cable is unplugged from the TCP/IP
on on oN (RJ45) socket on the WS4 control pch.

1““[ H THH[ H Hﬂl H = ONCE 2.Next slide switch 1 OFF-ON->OFF three times within 10 seconds, as

shown in Fig.61.
OFF ON OFF 3. Wait until the green comm. LED start.s ﬂa.shlng (located in the top right
corner of the control pcb), as shown in Fig.62.

—

| oN ‘ON ‘ON 4. After a few seconds the comm. LED will stop flashing, Fig.63, to signify
20\ that the WS4 control pcb has been reset back to factory default.
NN B U] e
(1.105ecs...)
OFF  ON  OFF TAMPER TAMPER
m m I I I I
W] [0 [0 ") [ ") |[am

| S—
==
=
=3
—
=3

=3TIMES | coMM.LED—§ 1 COMM.LED— 11

OFF ON OFF
Fig. 61 Fig. 62 Fig. 63

FACTORY RESET FOR A 4 DOOR CONTROLLER (WS4-4D-E PCB)

The 4th switch on the 4 way dip-switch on the 4 door control pcb is used to perform a factory reset. Follow the steps below to
factory reset the WS4 control pcb.

1.First ensure the ethernet network cable is unplugged from the TCP/IP
(RJ45) socket on the WS4 control pch.

2.Next slide dip-switch 4 OFF>ON->OFF three times within 10 seconds,

= ONCE as shown in Fig.64.

3.Wait until the power LED (LD3) starts flashing red (located in the top
right corner of the control pcb to the right of the USB port), as shown
in Fig.65.

4. After a few seconds the power LED will stop flashing, Fig.66, to signify
that the WS4 control pcb has been reset back to factory default.

=TWICE
-- LD3 ,, I-D3
[=er]] O [=e]] O

USB Key USB Key
=3 TIMES
LED Power LED Power
Green | On mains Green | On mains
Fig. 64 Fig. 65 Fig. 66
( A IMPORTANT NOTE: IN BOTH EXAMPLES ABOVE AFTER THE PCB HAS BEEN RESET REMEMBER TO RECONNECT THE
ETHERNET CABLE BACK INTO THE TCP/IP (RJ45) SOCKET.
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WS4 Web Access System
Factory Reset the WS4 Controller

RESETTING THE LOGIN NAME & PASSWORD FOR A 1 DOOR & 2 DOOR CONTROLLER (WS4-1D-E PCB)

If the login name and password is lost or forgotten it is possible to temporarily reset them for up to 5 minutes to allow the administrator
to log back into the WS4 system and create new login details. This is achieved by using switch 1 on the 2 way slide switch. Follow the

steps below to temporarily reset the login name and password.

1.First unplug the ethernet cable from the TCP/IP (RJ45) socket. P
2.Next slide switch 1 to the ON position and leave it there for approximately 15 seconds
then slide it back to the OFF position, as shown in Fig.67. ON o ON
3.Reconnect the ethernet cable and reset the slide switches back to their original switch T H P——— H
setting (i.e. the positions they were originally in before following step 2 above). | ore U5
4.You now have up to 5 minutes in which to log back into the WS4 controller using the .
default login name and password. Fig. 67
RESETTING THE LOGIN NAME & PASSWORD FOR A 4 DOOR CONTROLLER (WS4-4D-E PCB)
For a 4 door controller if the login name and password is lost or forgotten it is also possible to temporarily reset them for up to 5
minutes to allow the administrator to log back into the WS4 system and create new login details. This is achieved by using dip-switch

4 on the 4 way dip-switch. Follow the steps below to temporarily reset the login name and password.

1.First unplug the ethernet cable from the TCP/IP (RJ45) socket.

2.Next put dip-switch 4 to the ON position and leave it there for approximately 15
seconds then switch it back to the OFF position, as shown in Fig.68.

3.Reconnect the ethernet cable and reset the dipswitches back to their original switch
setting (i.e. the positions they were originally in before following step 2 above).

4.You now have up to 5 minutes in which to log back into the WS4 controller using the

default login name and password.

& IMPORTANT NOTE: THE ABOVE NOTES REGARDING RESETTING THE TEMPORARY LOGIN CAN ONLY BE MADE FROM
WITHIN THE SAME LAN.
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HTTPS, DynDNS & PORT FORWARDING SETUP

In order to manage the WS4 system remotely via the WS4 Web Portal (cloud platform) or via the WS4 mobile apps port forwarding
will be required on the local network router into which the WS4 controller is connected to.

Before configuring the WS4 controller via the WS4 web browser software you must first access the settings for the local router to
configure it for port forwarding. It is recommended that you consult with your network administrator to help set this up for you.
LOCAL NETWORK ROUTER SETUP

It should be noted that although different network routers will vary from manufacturer to manufacturer the setup requirements for
port forwarding will always be the same. Below, as shown in Fig.69, is an example of the port forwarding setup in a Huawei network
router. As mentioned above your network administrator will need to access the local routers settings.

[ ] Ws4 2_INTERNET_R_VID_410 192.168.1.42 Enable
Type: @ User-defined O Application

Application: ‘ Select... ‘v‘

Enable Port Mapping: ]—@

Mapping Name: ‘ WS4 ‘

WAN Name: |2_INTERNET_R_VID_410 |v|

Internal Host: @—ﬂ 192.168.1.29 \] [\ WS4-100226 M]—@
External Source IP Address: ‘ H ‘ @

Protocol: | TCP/UDP | [Internal port number: 443 1443 H
[External port number: 10400 -~ 110400 | External source port number: | | 10400 -~ 110400 H
®

Fig. 69

In the example above, within the settings of the Huawei local network router the WS4 controller is connected to, @ indicates that

port forwarding for the router is enabled, @ is the IP address of the WS4 controller on the local network (this would be assigned to

the controller by the network administrator), @ is the name of the WS4 controller (in this case the controller’s serial number is being

used), @ is the internal port number 443 to be used for HTTPS (this is the standard port number to use to transmit encrypted web

traffic over the internet), @ is the external port number 10400 (this is a port number arbitrarily chosen by your network administrator

to use for the port forwarding).

CONFIGURING THE WS4 CONTROLLER FOR REMOTE ACCESS

Setting up the WS4 controller for remote access would always be carried out on the master WS4 controller. The master WS4 controller

would be setup in LAN network mode (remember for a 1 and 2 door control pcb the master selection is made using the 2 way slide

switch, using switch 2, refer back to Fig.1, and Fig.2, , while on the 4 door control pcb the selection is made using 4 way dip-

switch, using dip-switch 2, refer back to Fig.3, ).

Follow the steps below to configure the WS4 controller for remote access.
1.0n the homepage screen click on the settings icon from the left hand side

menu, as shown in Fig.70.

2.The screen will switch to the settings page for the WS4 control pcb, as shown
in Fig.72.

Fig.70 Fig. 71

3.0n the settings page click on the network icon, as shown in Fig.71.

4.The screen will switch to show the network settings page, as shown in Fig.73. Initially under the TCP/IP settings section the mode
should already be set to DHCP with an IP address assigned to the WS4 controller by the network’s DHCP server (in this example
192.168.1.117), along with the mask, gateway and DNS1 if the controller was already configured for LAN network connection
following method 1 - LAN network connection notes on page 15 - 16.

5.0n the right hand side under the web server section are 4 check boxes: secured connection (HTTPS), web service API, DynDNS
and configure the router to access the WS4 from the internet (UPnP), again refer to Fig.73.

6.Under the TCP/IP settings section for the mode select fixed IP address from the drop down list. Enter a suitable IP address, mask,
gateway & DNS1 depending on the network you are connected to, if unsure consult your network administrator to set this up for you.
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@‘ﬂ http://192.168.50.100/doors_list.html ww IN D © @ ‘ =

21

Settings

ik 8851 VI an

This page gives you access to the various configuration menus of your system.
"® Schedules
I Holidays @ %

|i| Doors Network Date & time User options System options
Qﬁ Settings
©) i
":' Operators :I
© Technical
/  supervision
Configuration of Backup & (|
the readers upgrade System log

WS4 V2.60 © XPR Group

O Type here to search

Fig. 72

117
2 d orez0 O

TCP/IP SETTINGS @ WEB SERVER ©)

Mode : DHCP v D Secured connection (HTTPS)
IP address : { 192.168.1.117 } [_] web service API
[ | pynDNs
Mask : [ 255.255.255.0 }
Configure the router to access the WS4 from the
Gateway : { 192.168.1.254 } Internet (UPnP)
DNS 1 : [ 192.168.1.254 }
DNS 2 : { }
MAC address : { }
WS4 V2.60 © XPR Group
Fig.73
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7.In the example below, Fig.74, the fixed IP address 192.168.1.29 has been assigned to the WS4 controller and also to match the IP
address configured in the local network router (refer back to Fig.69, @). The mask, gateway & DNS1 for the local area network for
this example have also been entered.

8.Under the web server section check the secured connection (HTTPS) and DynDNS boxes. Once the DynDNS box is checked a
status and external IP address (WAN) field will appear in red with ???, also at the bottom of the section a port field will appear
where the external port number 10400 (refer back to Fig.69, @)can be entered, as shown in Fig.74.

TCP/IP SETTINGS @ WEB SERVER @

Mode : Fixed IP address v @ Secured connection (HTTPS)
IP address : { 192.168.1.29 } ] web service API
[H) bynDNs

Mask : { 255.255.255.0 }

Status : 22?2
Gateway : { 192.168.1.254 }

External IP address (WAN) : 7?7
DNS 1 : { 255.255.255.0 }
DNS 2 - { } Configure the router to access the WS4 from the

Internet (UPNP)
MAC address : | } Port - 10400 ¢

WS4 V2.60 © XPR Group
Fig. 74

9.Click on the save button |=] at the top right of the screen to save the new network configuration. The software will reconfigure
the WS4 controller and advise you that the web server is restarting, as shown in Fig.75.

@ Secured connection (HTTPS)

|| web Service API

/| DynDNS
In a few seconds, the new URL of your WS4 inside the local network will be :

T Statue
External IP address (WAN) : 77.29.186.212

The Web server is restarting...

Fig. 75 Fig. 76

10. After a brief delay the web server will restart. Navigate back to the network settings page and the status and external IP address
(WAN) fields will update to green and show the status as OK and show what the current External IP address (WAN) is, as shown
in Fig.76 above.
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ENABLING THE WS4 CONTROLLER FOR REMOTE ACCESS & REGISTERING A WS4 PORTAL ACCOUNT

Once port forwarding has been setup on the local network router and the WS4 controller has been configured for remote access on
the local network the next step is to enable the controller to allow for access via the WS4 Portal. To do this follow the steps below.

1.As in the previous example navigate back to the network settings page.

2.Under the web server section, check the web service APl box (when checked the WS4 runs a web service that allows the WS4
Portal to access the WS4 controller, know the status of the system & also to configure it remotely), a password field will appear.
Enter a password for the web service API (the password must be a minimum of 6 characters in length), as shown in Fig.77.

TCP/IP SETTINGS @ WEB SERVER @

Mode : Fixed IP address N7 @ Secured connection (HTTPS)
IP address : { 192.168.1.29 } [I] web Service API
Password : | Videx-123456 }
Mask : { 255.255.255.0 }
(| bynDNs
Gateway : { 192.168.1.254 }
DNS 1: { 255.255.255.0 }
External IP address (WAN) : 77.29.186.212
DNS 2 : { |
Configure the router to access the WS4 from the
MAC address : { } Internet (UPNP)
Port : 10400 ¢
WS4 V2.60 © XPR Group
Fig. 77
Login Register
Register.account
Email [% Firstname
Password Lastname
Forgot password? Email
Fig. 78 Password
3.Next a WS4 Portal account will need to be registered.
4. Enter https://ws4.videxservices.uk/into a new web browser T
tab or scan the QR code on the following page to navigate
to the WS4 Portal homepage where the login prompt will be
displayed, an account can be registered by clicking on the Fig. 79
register account link, as shown in Fig.78. )
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5.The register prompt will be displayed, as shown in Fig.79. Enter your details: firstname, lastname, a working email address and
create a password for the WS4 Portal login (the password must be at least a minimum of 6 characters in length and must contain
at least one uppercase and one lowercase character, a number and a symbol).

6.Click on the register button to create a WS4 Portal account. After a brief pause Registration success! will appear below
the password field and a confirmation email will be sent to the email address used to register the account.

7.Click on the go back link to return back to the login prompt, Fig.78, and enter your newly created login details to access your
WS4 Portal account dashboard, see Fig.80 below. Once logged into your WS4 Portal account you will be able to create controller
groups, WS4 sites and then add WS4 controllers by following the on screen prompts and by clicking on the help icon.

VX Videx WS4 Portal

C @

MWVIDEX ws4 |

X

© | @ nttps:/ws4.videxservices.uk/Dashboard.html w INBD © &@ | =

1 Logout

£ No Controller Groups!
Add a controller group using the "Add Group" button.

© 2020 Videx Security Ltd.

-/OTypehere\osear(h ¢ ~ ok 24“1)'3“‘122023 =
Fig. 80
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CONNECTION VIA THE WS4 PORTAL

As previously mentioned the WS4 Portal - ws4.videxservices.uk - is another convenient way to manage

multiple sites and multiple systems from one easy to navigate portal (also refer to remote access with

port forwarding notes on pages 34 - 38). The portal will keep track of all the systems and sites allowing

administrators to:

« Create and add additional WS4 contollers.

« Open and close entrances, including setup of timed opening configuration (from 1 minute up to 15
minutes, 30 minutes and from 1 up to 12 hours).

« Add, view, edit and delete users.

- Monitor events for a particular site or specific user.

« Also access fobs/cards, access codes and WS4 Access App (see below) users can be added, deleted, enabled or disabled and
modified for one or more installations if required.

- Additionally, all installations can be monitored to ensure you are the first to know of any issues that may arise. Like the WS4
software the WS4 Portal can be accessed from any web browser and via any device (PC, tablet or smartphone).

TO REGISTER FOR A WS4 PORTAL ACCOUNT SCAN THE QR CODE ABOVE TO TAKE YOU TO THE WS4 PORTAL
REGISTRATION AND LOGIN HOMEPAGE. ALTERNATIVELY FOLLOW THE “ENABLING THE WS4 CONTROLLER FOR
REMOTE ACCESS & REGISTERING A WS4 PORTAL ACCOUNT” NOTES ON PAGES 37 - 38.

CONNECTION VIA THE WS4 MOBILE APPS

Also available to help manage the WS4 system on the move over secure HTTPS communication are two WS4 mobile apps: the WS4
App for administrators and the WS4 Access App for users.

WS4 App - This version of the mobile app has been designed for administrators of the system and includes the following features:
- Enables the activation of entrances either momentarily or latched for set times.
+ Adding, modifying and deleting of users.
- View events.

- Additionally the WS4 App will show the entrance status of the system, for example if there are any alarms on the
system or any power issues on site.

WS4 Access App - This version of the mobile app has been designed for users to use for access control purposes as an alternative to
the traditional fob/card or coded access.

The administrator creates a new user through the WS4 Portal using their email address and selecting which entrances on which
sites they are allowed access and for what times and dates they have access rights for. The user will then receive an email with a
temporary password (which they can change later).

Once the user downloads the WS4 Access App from either Google Play or the App store they will be able to login using their
assigned username and temporary password. From the WS4 Access App the user will then be able to see all the entrances they have
access through and can simply click on one to gain access.

BOTH MOBILE APPS ARE AVAILABLE FOR ANDROID AND iOS DEVICES AND CAN BE DOWNLOADED
FROM GOOGLE PLAY ORTHE APP STORE BY SCANNING THE APPROPRIATE QR CODE BELOW.

WS4 App (Android) WS4 Access App (Android) WS4 App (iOS) WS4 Access App (iOS)
from Google Play from Google Play from the App Store from the App Store
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Troubleshooting
SYSTEM CHECKS AND TESTING

The following notes can be used to help diagnose any potential issues that may occur during installation and the system checks

that can be carried out to help resolve them. As always in the WS4 software in each section or on each screen the help 9 icon can
be used to see an explanation of what each section or screen does.

LOSS OF POWER TO THE WS4 CONTROLLER
In the event that power to the WS4 controller/pcb is low or lost there are a series of system checks that can be covered to determine

THE POWER TO SECURE

\VIDEXE

the nature of the power loss. The following table can be used to help diagnose and resolve any power issues that might occur.

SYMPTOM

TEST/SOLUTION

No power or low voltage
to the WS4 control pch.

Check to see if the power ON LED is permanently switched ON (refer to Fig.1, @ and Fig.2, @ fora1
door & 2 door WS4 control pcb respectively. For a 4 door WS4 control pcb refer to Fig.3, @).

Check the voltage across the power input terminals (Vin/GND for a 1 & 2 door control pcb, refer back
to Fig.1 & Fig.2 and 14.2V/GND for a 4 door control pcb, refer back to Fig.3). The input power for the
control pcb's should be 14.2Vdc across these terminals.

If the power ON LED's are not ON or there is no voltage across the power input terminals then check
the power output of the power supply. The voltage from the power supply should be a steady 14.2Vdc
output. The WS4CU1 and WS4CU2 cabinets (inc. 4G versions) are fitted with a 14.2Vdc 3.2A psu while
the WS4CU4 cabinet (inc. 4G version) is fitted with a 14.2Vdc, 5A psu.

If there is low voltage on the output terminals of 1 2 3
the power supply (+/5 and -/4), disconnect the
wires from these output terminals, Fig.81, screw
the terminals down for good contact and then

A |

check the voltage output on the terminals. Y
If there is still a low voltage reading then adjust VOLTAGE OUTPUT
the voltage POT to the right of the terminals ADJUSTMENT POT

to increase the voltage output up to 14.2Vdc.
Reconnect the wires when finished.

Fig. 81

If after following the checks above there is still no power check the mains input to the power supply
(230-240Vac, 50/60Hz mains input). Check the mains fuse of the power supply. If the fuse is faulty or
damaged replace the mains fuse with a like for like fuse: T3.15A mains fuse.

ISSUES WITH RS485 READERS/KEYPADS

SYMPTOM

TEST/SOLUTION

Halo LED on a Mifare
reader flashes red rapidly
while on a keypad the
backlit key buttons flash
red rapidly, also both
intermittently beep.

This behaviour from the Mifare reader or keypad is normal when first connected to the WS4 control pcb
as the reader/keypad has not been configured yet. Simply follow the steps adding readers & keypads
on pages 17 - 19 to setup and configure the reader. Also check that the reader/keypad ID setting via the
2 way dip-switches is setup correctly to correspond with the door ID on the list of doors screen.

If the reader/keypad has been configured, but the Mifare reader halo LED is flashing red or keypad's
backlit buttons flashing red & beeping check the RS485 A/B connections between the reader and the
WS4 control pcb haven't been damaged or been disconnected.

No power to the Mifare
reader or Keypad.

Check for a steady 13.8Vdc voltage on the reader terminals of the WS4 control pcb (terminals LB+/Gnd
fora 1 & 2 door control pcb and terminals 13.8V/GND for a 4 door contorl pcb). If there is no voltage or it
is low check the input voltage to the WS4 control pcb (also see notes above re issues with power).

Halo LED on a Mifare
reader flashes red when a
user fob/card is presented.

This is normal behaviour from the reader if a user fob/card has not been enrolled yet. Follow the steps
adding users and adding a user fob/card or access pin code on pages 28 - 29 to enrol a user fob/card.

Backlit key buttons on
keypad flashes red after
an access PIN code has
been entered.

This is normal behaviour from the keypad if either i) an incorrect access PIN code has been entered or ii)
a user's access PIN code has not been programmed yet. To add a user's access PIN code follow the steps
adding users and adding a user fob/card or access pin code on pages 28 - 29 to program a user's access
PIN code.

Mifare reader is
completely unresponsive
when a user fob/card
presented.

Check the reader wires are all connected correctly and firmly into the WS4 control pcb reader terminals.
Also check that the voltage hasn't dropped off completely. Follow all the voltage checks described above.
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SYMPTOM TEST/SOLUTION

Halo LED on a Mifare This behaviour from the Mifare reader or keypad is normal if the entrance

reader flashes green relay associated with the reader or keypad has been set to a timed latch

continuously, while on
a keypad the backlit
key buttons flash green
continuously.

open (unlocked) condition. This can be confirmed on the WS4 software main
homepage where the configured doors can be seen, the entrance icon will
show the white open arrow on a green circle background to indicate the door
is open. Underneath the entrance name it will show it is unlocked, as shown

in Fig.82. This timed latch open condition can either i) be left to time out and MTPXBK-RS-MF

relock the entrance automatically or ii) be manually closed (locked) again by Main boor
clicking on the entrance icon and then selecting relock from the available Unlocked
actions pop up window. Fig. 82

Keypad is unresponsive
when an access PIN code
has been entered.

Check the keypad wires are all connected correctly and firmly into the WS4 control pcb reader terminals.
Also check that the voltage hasn't dropped off completely. Follow all the voltage checks described on the
previous page.

The reader back light (halo
LED for Mifare proximity
reader / illuminated
keypad buttons) is OFF.

First check the 13.8Vdc voltage on the reader Mifare Reader Backlight Configuration
terminals as described above in case it has dropped Setting LED status
off. Also in the WS4 softwa.re check the configuration Default Halo LED intermittently
of the readers/keypads as it may be that the back flashes green.
light has been intentionally been switched OFF.
ON Halo LED permanently
To check this in the WS4 software click on settings backlit amber.
on the side menu then on the settings page select -
configuration of the readers. On the configuration OFF Halo LED switched OFF.
of readers screen under the other options section Keypad Backlight Configuration
check the status of the backlight drop down list - Setting LED status
default, ON or OFF, also refer to the table —. Default Keypad buttons backlit
ON (ON permanently).
OFF Backlight switched OFF.

The red LED on an LCS
keypad continues to flash
even though the correct
access PIN code works.

Check the setup and configuration of the LCS keypad via the list of doors screen. Ensure that the keypad
hasn't been setup incorrectly to try and read for Mifare fobs/cards. In the WS4 software on the new door
screen, refer to Fig.30, under the reader A section make sure that from the card drop down list that it is
left on the default setting "No" and that no other fob/card setting has been selected. Unlike the combined
MTPADPBK-RS-MF keypad & Mifare readers the LCS-RS keypads will only accept access PIN codes.

CONNECTION ISSUES WITH WS4 CONTROLLER

SYMPTOM

TEST/SOLUTION

The master or slave WS4
control pcb is OFF-LINE

In the WS4 software on the main homepage in the top right corner and _
underneath the log out button it will show the controller is OFF-LINE, as
shown in Fig.83.

If a slave controller is OFF-LINE this will be highlighted in red on the list of
doors screen, see Fig.84, but also can be seen on the technical supervision
screen at the bottom of the page where the list of slave controllers are shown,
under the status column will indicate that the slave controller is OFF-LINE, see
Fig.85.
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Fig. 83

Check the ethernet cable is fully plugged into the TCP/IP ethernet socket on the WS4 control pcb. Also
check the cable is fully plugged in at the other end into the switch/router. Make sure the cable is free from
any damage. Check there is power to the switch/router.

D
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Fig. 84
7
Fig. 85
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TECHNICAL SUPERVISION SCREEN ON THE WS4 SOFTWARE

Another convenient way to see a general overview of the system is via the technical supervision screen in the WS4 software, as
shown in Fig.86. Simply click on the technical supervision button form the left hand side menu.

This screen allows you to see the current status of the master WS4 controller on the system including the auxiliary inputs/outputs,
the voltage input, the tamper (box) switch status and the switch settings. It also shows the type of readers or keypads connected to
the controller including the current firmware of the reader or keypad and on which door input they are connected to.

Towards the bottom end of the screen is the list of the slave controllers where it indicates the ON-LINE or OFF-LINE status and
current voltage input of the controller. When clicking on the desired slave device from the list it will take you to the homepage
screen of the slave controller where you can also navigate to the slave’s technical supervision screen where upon you will have the
same general overview of the slave device.

G Ws4 X
0] ‘ & hitp://192.168.50.100/supervision.html w IN D © @ ‘ =
/ﬁ‘ Home Technical supervision
"‘ U This page allows you to quickly view the status of all the inputs and outputs of the system. o
sers
Mains OK Input 1 (Emergency (NO)) OFF
Voltage 14.4V Input 2 (Not used) OFF
Box Closed Output 1 (Alarm) OFF
DIP switches swi sw2 sw3 sw4 Output 2 (Attendance) OFF
ON OFF OFF OFF
i! Holidays RAM usage 46.5%
|i| Doors Door 1.0 (MTPX MiFare Reader) Door 2.0 (LCS Keypad 1)
Push button OFF Push button OFF
‘ﬂ' . Door contact >1 MQ Door contact >1 MQ
Q Settings
Lock relay OFF Lock relay OFF
' Reader 1 MTPX-RS-MF V2 V1.01 (2942242) Reader 1 LCS-RS V2.05 (2980867)
4:' Operators Reader 2 o= Reader 2 o=
O Technical Door 1.1 (MTPADP Keypad) Door 2.1 (Not used)
/7 supervision
Push button OFF Push button OFF
Door contact >1 MQ Door contact >1 MQ
Lock relay OFF Lock relay OFF
Reader 1 MTPAD-RS-MF V2 V1.03 (2983428) Reader 1 o=
Reader 2 == Reader 2 o=
Reboot the WS4
Slave Status Voltage Box
#1 (100226) ON-LINE Supply OK (14.2V) Closed 7
#2 (102524) ON-LINE Supply OK (14.2V) Closed 7
Serial number: 104 245, System: 5.2.0-Epsilon #21, Files: 4.10.2022, Driver: V2.00
WS4 V2.60 © XPR Group
P Type here to search 0 nml»l—,‘“z?mzw J
Fig. 86

The technical supervision screen is particularly useful as it allows you to see any immediate issues with any of the controllers or
readers/keypads on the system and allows you to address them straight away.

And as indicated on previous pages for an explanation of what each section does simply click on the help 9 icon.
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TECHNICAL SUPPORT

VIDEX Security Ltd (UK). Tel: 0191 224 3174

Unit 47 Chillingham Industrial Estate Email: tech@videxuk.com I OO 00 00RO
Chapman Street, Newcastle Upon Tyne, NE6 2XX Web: www.videxuk.com H34-HEB-RCC-EN

within all member states of the EU with no restrictions. This product follows distribution within the UK. This product follows the provisions of the following
the provisions of the European Directives 2014/30/EU (EMC); 2014/35/EU C n UK legislation: Electromagnetic Compatibility Regulations 2016; Electrical
(LVD); 2011/65/EU (RoHS): CE marking 93/68/EEC. Equipment (Safety) Regulations 2016; Radio Equipment Regulations 2017
and The Restriction of the Use of Certain Hazardous Substances in Electrical

and Electronic Equipment Regulations 2012 (RoHS).

C € The product is CE marked demonstrating its conformity and s for distribution U K The product is UKCA marked demonstrating its conformity and is for



